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YBO/J

CrnopTHHTE CHOUTHS B IHEIIHUS TUTUTAIU3UPAH CBAT IPUBIMYAT OTPOMHA ayTUTOPUS U HOCAT
3HAUUTEIIHU TIPUXOIH, KOETO T MpaBH YeCTH LeiH Ha Kubeparaku. C HapacTBamara pois Ha
MH(GOPMALIMOHHUTE TEXHOJIOTUHU B YIIPaBIEHUETO HA TAKUBA MEPONPUATHSL, KHOEPCUTYPHOCTTA
€ OT KPUTUYHO 3HAueHHe 3a YCHEIIHOTO MM IpoBexjaHe. Hacrosmoro uscienBaHe Ie
pasmiena KIIIOYOBU aCMEKTH Karo YS3BUMOCTH Ha MH(OPMAIMOHHUTE CHUCTEMH, METOAM 3a
kuOeparaky, MEpKH 3a 3aIUTa U IPENOPHKH 3a IOBUILIABAHE HAa CUTYPHOCTTA.

CTpykTypa Ha qUcepTanMsTA:

JInteparypen 0030p — O000111€HHE HA OCHOBHUTE IOHATHUS U ChILECTBYBAILUTE U3CIIEIBAHU
10 TeMaTa 3a KHOEpCUTYpPHOCTTa B CIIOPTA.

Henn, 3axaun 1 meroauka — OnpenensHe Ha enuTe, 00XBaTa U METOIUTE Ha U3CJIEBAHETO,
BKJIFOUMTEINIHO aHAJIN3 Ha 100pu npaktuku, SWOT aHanu3 u aHKeTHH [TPOy4BaHUS.

AHanu3 Ha pe3yararute — [IpeacTaBsHe Ha JaHHU OT JIMTEPATypHOTO MPOyYBaHE U aHAJIN3 HA
n00pU NMPAKTUKU U YSA3BUMOCTH.

H3Boau n npenopbkn —O0006111aBaHE HA OCHOBHUTE 3aKJIIOUEHUS U [Tpe/ijlaraHe Ha KOHKPETHU
IIPENOPBKY 3a 10100psiBaHE Ha KHOEPCUTYPHOCTTA.

3HavyeHHe Ha TemMara:

C HapacTBalIOTO W3MOI3BaHE HA MH()OPMALIMOHHU CUCTEMH B CIIOPTa, KNOEPCUTYPHOCTTA € OT
CHILIECTBEHO 3HAYEHUE 3a YycClleXxa Ha ChOUTHATA M O€30MacHOCTTa Ha YYacCTHUIIUTE MU
3putenure. Te3um MepompHusATHs ca TNpPUBIEKATETHH IeMd 3a KuOepaTakd, W3UCKBAIlU
MHOBATUBHHU CTPATETUHU 32 3alLUTA.

OCHOBHM NpeAN3BHKATEICTBA:

MacoBuTe CHOPTHH MEPONPUSITHS, MOPaJNd CBOATA 3HAYUMOCT U BHJIMMOCT, C€ HYXKJIAsAT OT
BHCOKO HUBO Ha 3a1uTa. bhirapus Moke 1a HOCTUTHE 3aBUIHA KMOEP3alUTa Ype3 CbBMECTHU
YCUJIHSI MEX]Ty JbprKaBaTa, akaJeMUyHaTa O0IHOCT U OM3Heca, 3a 1a OCUTypH 0€30IacHOCTTa

Ha CUCTEMUTE U HOPMAJIHOTO (PYHKIIMOHUpPAHE HA CHOUTHSTA.



L.TJIABA ITBbPBA JIMTEPATYPEH OB30OP

1.1. CniopTHH cbOMTHA M KHOepcurypHoct: TeopeTHYHM M TEPMUHOJIOTHYHH ACHEKTH
CrnoptHHTE CHOUTHS pa3uyuTarT Ha MH()OPMAIIMOHHU CUCTEMH, KOETO T MpPaBU yA3BUMH KbM
kubeparaku. KubepcurypHocTra € OT ChIIECTBEHO 3Hau€HHE 3a 3alluTa HAa JaHHU U
noAabpKaHe Ha OE30IacHOCTTa M JOBEpHEeTO. BaXXHO € CHOpTHUTE OpraHu3aluud Ja
MHBECTHpAT B 3alllUTa U J1a pabOTAT C eKCHepTH 3a MUHMUMM3HMpaHe Ha puckosere. (Kak ma
3alIUTUM KHOEPCUTYPHOCTTA HA CIIOPTHUTE OpraHu3anui., 2024)

I.1.1. IlousiTHETO ,,KNOEP3AMUTA* B KOHTEKCTA HA CIIOPTHUTE CHOUTHS
KubepcurypHocTra e KirouoBa 3a 3alldTa Ha CIIOPTHUTE CHOUTHS OT aTakd, KOUTO MOrar Ja
YBpeIAT AaHHU U penyTauus. Hy)XxHU ca cUTypHH MpeXu, MOHUTOPUHI U OOy4eHHE, KaTo
MEpKHTE TPsIOBa J]a ca MHTETPUPAHU B 00IIaTa CTPATET sl 32 CUTYPHOCT Ha ChOUTHETO.

I.1.2. CbmHOCT HA HHGOPMAIMOHHUTE CHCTEMH MOJIBbPKAIIHA CIOPTHUA MEPONPUATHS
NudopmanimoHHUTe CHCTEMHU TMOJANOMArar YNpaBICHUETO Ha CIHOPTHH CHOUTUS upe3
perucrpanus, OWIeTH, KOMyHUKAlUsl U NOJJIPBHKKA Ha JAaHHU. Te OCUrypsBaT TOYHOCT U
JOCTBITHOCT Ha HWH(OpManusaTa W TPpsAOBa Ja ca HAACKIHU, 3aUIUTCHH W ANANTHBHH, C
yCTOMYMBOCT Ha Kubep3ariaxu u aoopa nojapwxka. (Kamaiikos, 2005)

I.1.3. ®akTopu, onpenensimu kKudepoe30nacHOCTTa HA UHGOPMALMOHHHUTE CUCTEMH B
crnopra

KubepbeszonacHocTta B cropTa M3WUCKBa 3allliTa Ha JaHHUTE, aBTEHTUKAIIUS, MPEKOBa
CUTYpPHOCT, PEIOBHM aKTyalu3alliH, oOyueHHe Ha mepcoHana M Oekbln. MOHUTOPUHIBT U
ONUTUTE TapaHTUpPAT ajanTaluus KbM HOBM 3allllaXM W NOAABP)KAT HAIEKIHOCTTa Ha
CUCTEMUTE.

I.1.4. ChoTHOIIEHNE MeKTY MOHATUATA ,,MH(POPMAIMOHHA CUTYPHOCT® U ,,CHTYPHOCT HA
nHpopmanuaTa*

,CUTYpHOCT Ha MHpOpManusaTa™ 3alMTaBa JaHHU 3@ MOBEPUTEIHOCT, ISUIOCT U JIOCTBITHOCT,
JI0KaTo ,,MH(OpPMallMOHHATA CUTYPHOCT 00XBallla 3alIMTa Ha BCUYKU TEXHOJIOTUU U CUCTEMHU,
MOJAbpIKAIU JAaHHUTE.

I.1.5 CbrBpemeHnHN puCcKOBe B HH(POPMALIMOHHATA CHTYPHOCT HA CIIOPTA

Cnoptau cw6utus karo Onumnuanara, UEFA u CynepOoyin ca nien Ha kubepataku kato DDoS,
¢umuHr M 370BpeneH codTyep, KOMTO 3acTpallaBaT JaHHM M HapyllaBaT CHOUTHSTA.
CropTHUTE OpraHu3auy TpsiOBa J1a MHBECTUPAT B CUTYPHOCT, 00y4YeHHE U HOBH TEXHOJOTUHI
3a edexktuBHa 3anuta u. (E-security.bg. (, 2024).

1.2. Turutanna curypHoct B Peny0iuka boarapus



bearapus mpuopuTH3Mpa OUTHTATHATa CUTYPHOCT 4Ype3 HAIMOHAIHH M MEXIyHapOIHU
MapTHHOPCTBA, JANTHPAHE KbM EBPONEHCKUTE CTAaHIAPTH U JEHHOCTH Ha OpraHU3alMH KaTo
BAK u CERT. Llenra € 1a ce ocurypu 3aniiuTa U yCTOMYMBOCT Cpelry Kubep3ariaxy u Jaa ce
3aTBBPIM MO3ULIMATA HA CTpaHaTa B JUTUTATHATA CUTYPHOCT.

1.2.1. OcHOBHHM CTPYKTYpPH B 00J1acTTa HA KNOepOe3onacHocTTa B bhiarapus
KubepbeszonacHocrra B bbarapus ce perynupa ot 3akoHa 3a kubepbesonacHoct, GDPR u
3akoHa 3a 3aluTa Ha JIMYHUTE JaHHU. [[bpkaBHaTa KOMUCHUS IO HH(POPMAIIMOHHA CUTYPHOCT
u CpBeThbT 3a KkubOepOe30MacHOCT HaA3UpaBaT KUOEpPCUTypHOCTTa, a MHUHHUCTEPCTBOTO Ha
€JIEKTPOHHOTO YIIpaBJICHUE pPa3BUBA IPOEKTH 3a AUruTanu3amus. bearapus pabotu akTUBHO C
HATO u ENISA, karo 3ammraBa KpuTHYHATa HHQPACTPYKTYpa U MOJATOTBS CIEIUAINUCTH TI0
kubepbe3onacHocT. ([IbpkaBHa arenius "EnextponHo ynpasinenue", 2024)

1.2.2. 'oTOBHOCT M Mpea0TBPATABaHe HA KNOep3amiaxa

bearapus npenmnpuemMa MepKH 3a KHOEPCUTYPHOCT, BKIIOUUTENIHO Ch3AaBaHe Ha Harmonanen
HEHTHP U MHUIMATUBH 32 o0ydeHue. HeoOxomumu ca 1mo-100pa KOOpAMHAIMS U OCBEIOMEHOCT
3a kuOep3aruiaxure. OCHOBHUTE MEPKH BKIJIIOYBAT 00pa3oBaHUE, MOJIUTUKH, CHTPYIHUUYECTBO
MEXIy WHCTUTYLUH, CUTYPHOCTHH TEXHOJOTHHU, PEIOBHH OOHOBIEHHS, PE3EPBHHU KOIHS U
3amuTa Ha MOOWIHHM ycTpoiicTBa. [loCTOSIHHOTO amanTupaHe € KIIO4OoBO 3a €(eKTHBHA
KHOEpPCUTYPHOCT.

I.3. Crparerum 3a UT curypnoct

UT cTpareruute 3a CUTYpHOCT BKJIIOUBAT OLIEHKA Ha PUCKa, MMOJIMTHKH, 00y4eHUE, TEXHUUECKU
MEpPKHM U pearupaHe Ha MHIUIEHTH. Te ocurypsBar 3alluTa Ha JaHHU U TOTOBHOCT CpELLy
kuOep3aruiaxy, Kato TpsOBa aa ObJar aganTUBHU U akTyanusupanu. (MHTerpupanero Ha
KHOEpCUTYPHOCTTA B KOPIIOPATUBHUTE MOJIUTUKU € CTPAaTEernYeCcKy UMIepaTus., 2024)

1.3.1. HaumonanHa crpaTterusi 3a KHOepCUTYPHOCT

benrapus ywactBa B mHunmatuBu Ha EC 3a kuOepcurypHoct u mnpuiara HanmonamHa
CTpaTerus 3a KHOEpPCUTypHOCT, LeJslla 3alldTaTra Ha UWHQpacTpykTypara, OuszHeca U
rpaxnanute. OCHOBHHTE M €IIEMEHTH BKJIIOYBAT OIEHKA Ha pPHUCKOBE, IOJUTHKH 32
KHOEpCUTYpHOCT, OOy4YeHHE, TEXHHYECKH MEpKH, MEXIyHapOJAHO CBHTPYAHUYECTBO U
PEaKTUBHHU IJIAHOBE MPU MHIMIACHTU. Ta3u cTparerus yKpernsa CIOCOOHOCTTA Ha CTpaHaTta 3a
OTKpHBAaHE, MPEI0TBpaTsABaHE U pearupaHe Ha KuOepaTak.

1.3.3. Arenuusita Ha EBponeiickus c¢b103 3a kudepcurypaoct (ENISA)

Arenmnusata Ha EBpomneiickus cpro3 3a kuOepcurypHoct (ENISA) e opran na EC, xoiito
nojiromara JIbpKaBuTe-4IeHKH U EBporieiickara KOMHCHs Upe3 MPeoCTaBsiHEe Ha €KCIepTHU

CbBCTU, CTAHAAPTU U ,Z[O6pI/I IMMPAKTUKKU 3a 3aluTa. Ta ocUurypsiBa OGy‘-ICHI/IC, oOMeH Ha



nH(popMaIus U TEXHHUYECKa IMOMOII, KaTo pabOTH € YaCTHUS CEKTOP U aKaJIEMUYHHUTE CPelu 3a
nosuiiaBae Ha ycroiluumBoctra Ha EC xbM kuOeparaku. ENISA wurpae xmrouoBa poss B
Ch3/IaBaHETO HA UHEH MOJIX0/] KbM KuOepcurypHoctTa B EBporna u 3amurara Ha JUruTaaHara
cpena. (Arennust Ha EBponetickust cbio3 3a kudepcuryproct (ENISA). , 2024)
1.4. HapacTBamoTo 3Ha4eHUe HA KHOEPCUTYPHOCTTA B CIIOPTA
KubepcurypHoctra € OT penaBamnio 3Ha4eHUEe B CbBPEMEHHUS CTIOPTEH CBSIT, Thi KaTo CIIOPTHT
BCE TIOBEYE pazyuTa Ha LU(POBU TEXHOJOTUM B TPEHHPOBKH, AHAIM3U U CHCTE3aHMS.
CucremMuTe M JaHHUTE Ha CIIOPTHUTE OPTaHM3AIMK ca MOAJOKEHH Ha PUCKOBE OT XaKEePCKHU
aTaky, KOUTO MOTar Jja KOMIIPOMETHUPAT ChOUTHS U JIMYHU JIaHHU Ha cropTUCTH. CIIOpTHUTE
OpraHu3aly TPsOBa /a2 WHBECTUPAT B MEPKH 3a 3alIUTa, KaTO PEIOBHHU OIEHKH Ha PUCKA,
oOyyeHue Ha mepcoHana W mnpodecwoHanHa kubep3ammra. ToBa € 0COOCHO BAXKHO H 3a
€JIIEKTPOHHHUSI CIIOPT, KBJAETO KUOSPCUTYPHOCTTA TapaHTHpa CIIpaBeIINBa UTpa U 3aluTa Ha
penyTranusara.
1.4.1. KuGep TepopuCTHYHM AaKTOBE, OChIIIECTBEHHU M0 BpeMe Ha CHOPTHU CHONTHSA
KubepTepoprcTHYHNTE aKTOBE MPEICTABIABAT CEPUO3HA 3aIUIaxa 3a CIOPTHUTE ChOUTHS, ThI
KaTo MOrar Ja HapymaT HHGOpMaIlMOHHATa CUTYPHOCT U (DYHKIIMOHHpAHETO Ha IudpoBaTa
uHppacTpyKTypa, HEOOXOAMMA 32 MPOBEXKIAHETO HA TE3HW CHOUTHUSA. ATaKuTe Morar aa obaar
M3BBPIUICHN Ype3 XaKePCKH aTakH, cadOTak Ha KOMITIOTBPHU CHCTEMH, Pa3NpPOCTPaHEHUE Ha
37I0BpelieH copTyep U coluaneH MHKeHepuHr. llemuTe morar aa BKIIIOYBAT CHUCTEMHTE 3a
ylpaBlieHHe Ha CbOUTHUS, MEUIHNUTE TIaTPOPMU U KOMYHHUKALIMOHHUTE KaHAJH, KOETO MOXe
Ja JIOBEJE /10 CEpUO3HM IOCIIEACTBUS 3a 0€30MacHOCTTa Ha YYaCTHHULIUTE, 3pUTENUTE U
opranuzaropure. (TechNews.bg., 2023)
ITo Bpeme Ha Onumnuanara B [Tapmx npe3 2024 r. 6gxa peructpupanu Haja 140 kubeparaxwy,
HacCOYEHH KbM KIIOYOBHM HH(POPMALMOHHU CUCTEMH, H3IMOJ3BAaHU 3a YIPABICHUETO Ha
ceoutHero. Te3u ataku BiIroyBaxa DDoS araku, KOUTO BpEMEHHO NMpeKbCHAXa JAO0CThIIA JI0
odunuanHuTe yebcaiiToBe Ha WrpUTE U 3aTpydHHMXA JOCTHIIA JO BakHA MHQOpMalus 3a
3putenute u ydyactHunure. OCBEH TOBA, 3JI0BpEACH codTyep Oerne M3Moia3BaH 3a caboTupaHe
Ha CUCTEMHUTE 3a YIpaBJICHUE Ha Pe3ylITaTH, KOeTO J0Be/Ae /10 3a0aBsiHe B MyOIMKYyBaHETO Ha
pe3yiTaTute OT ChCTE3aHUATa M Ch3AaJEe CEPHO3HU MNpolieMu 3a opraHuzaropute. Tesu
MHIMJICHTH MTOKa3axa KOJIKO YSI3BUMH MOTaT Jla ObJIaT CIIOPTHUTE ChOMTHS KbM KuOep3ariaxu
U ToJjuepTaxa HeoOXOIUMOCTTa OT 3acuiieHa kubepcurypHoct. (ITetkosa, 2024)

Criopen exkcriepTd, TEpOPUCTHYHH OPTaHU3AIlMM MOTAT Jla M3IOJI3BAaT KHOepaTrakd 3a
TEeXHUTE €], BKIIOYUTEIHO aTakd OT THMa orka3 Ha yciayra (DDoS), xouro morar na

NPEeKbCHAT BAKHU YCIIyTH IO BpeMe Ha criopTHU cboutus. (Kakso e kubeparaka?)



3acUIBaHETO HA CHUTYPHOCTTa OKOJIO TOJEMH CIIOPTHU CHOUTHS, Karo Harpumep
OnuMNUNACKUTE UIPU, € OT CHIIECTBEHO 3HAYEHHME, ThH KaTO TE€ 4YECTO CTaBaT L€l Ha
kubepkamnanun U apyru 3amnaxu. ( Kubepcurypunoct na EC: Komucusita mpemmara
Ch31aBaHETO Ha ChBMECTHO KNOEP3BEHO 32 3aCUJIBAHE HA CIOCOOHOCTTA 3a pearupaHe B cyyail
Ha ManaOHU MHITUACHTH 10 CUTYypHOCTTA., 2021).

Te3n araku uMmar NnoTreHUUasna Ja JOBENAT 10 CEPUO3HU IOCIEIULM, BKIFOUUTEIHO
HapyllaBaHE Ha UTPAJHUTE IPABUJIA, U3TUYAHE HA JIMYHU JAaHHU HA yYaCTHULUTE U 3PUTEIIUTE,
MpeKbCBaHe HAa MEIUHHOTO U3IIBUBAHE U 3aCETHATOCT HAa MHpacTpyKTypaTa Ha chOuTusara. Te
Morar Ja ch3AaJaT XaoC M HECHTYpHOCT, KaKTO U Ja JecTabuiau3upar oOIIecTBOTO U
Hal[MOHAJIHATa CUTYPHOCT.

[Tpumepu 3a kubepaTaku 0 BpEME Ha CIOPTHU MEPONPUSATHS:

Onumnuiickute urpu B IIbonryanr (2018): KuOeparaka ¢ u3moi3BaHe Ha 3JI0BpEICH
codryep Olympic Destroyer, KOWTo 11eelIe 1a NpeKbCHE HauyaTHaTa LIepeMOHUS U J1a caboTupa
nH(POPMALMOHHUTE CUCTeMH Ha chouTHero. (CaBos, 2024)

CaeToBHO MbPBeHCTBO N0 GyT60J B Pycus (2018): Xakepu namannaxa cucremure Ha FIFA
1 yONIMKyBaxa JUYHU JaHHU Ha PyTOOIHUCTH.

Toxuo 2020 (nmpoBeaenu npe3 2021): 3HaYUTETHN PUCKOBE OT KHOEpaTaku, BKIIOUHUTEIHO
BB3MOKHU OIUTH 3a cabOTak Ha CUCTEMHU 3a YIIpaBJIeHUE Ha ChOUTHS, MEAUIHU I1aThopMu U
KOMyHUKaluoHHU KaHaiu. (IloBuieHa omacHocT OT kuOepaTaku Ha CIIOPTHUTE CHOUTHS. ,
2023)

Te3n npruMepu MOKa3BaT, Y€ CIOPTHUTE MEPOIPHUATHS Ca IOIJIOKEHU Ha CEPUO3HU
kuOep3aruiaxy U U3UCKBAT MTOCTOSHEH HAJI30p U BHUMaHUE B 00J1acTTa Ha KHOEPCUTYPHOCTTA.

3a z1a ce mpenoTBpaTAT KHOePTEPOPUCTUYHUTE AKTOBE MO BPEME Ha CIIOPTHU CHOUTHS,
€ OT CBhILIECTBEHO 3HAUYEHHE Ja Ce M3rPaJy 3[paBa U CUTypHa CTPATETHs 3a KHOEPCUTYpPHOCT.
Tasu ctparerust TpsiOBa Ja BKJIIOYBA ChTPYIHUYECTBO MEXKAY IPABUTEICTBEHUTE NHCTUTYIINH,
CHOPTHUTE OpraHU3aI1H, YACTHUS CEKTOP U MEXKIyHAPOIHU MapTHHOPH.

Hannexxno oOy4eHN M KOMIIETEHTHH €KCIIEPTH MO0 KUOEPCUTYPHOCT TpsiOBa na Obaar
3ajeiicTBaHl 3a HaOmofeHue Ha HMH(OpMAIMOHHATAa CUTYPHOCT W Obp30 pearupaHe Ha
eBeHTyaJHH KuOepHanajeHus. TeXHOJOrMYHMTE CHUCTEMH, H3MOJ3BaHM 10 BpeMe Ha
CbOUTHATA, cieBa Ja ObJaT 0OEKT Ha PElOBHHM OJUTH M OOHOBIEHHMS, 3a /1a CE€ rapaHTHpa
TSAXHATa 3alUTa Cpelly HOBH U pa3BUBAIIM ce KMOep3ariaxH.

JonbaaurenHo, pa3paboTBaHETO Ha IUIAHOBE 3a KPU3UCHO YIIpaBIIEHUE B ciyyail Ha
KHOepTepOPUCTUYEH UHIIUIEHT € OT ChIIECTBEHO 3HaYeHue. Te3n m1anoBe TpsOBa 1a BKIIOUBAT

JIETallIHU CTBIIKU 3a pcaKknusd, KOoOpaAUHAIIUA ¢ KOMIICTCHTHUTC OPraHd U OpraHu3anu, KakKTo



U MEXaHU3MH 32 Obp30 Bb3CTAHOBSIBAHE HA 3acerHarara MHPPacTPyKTypa U HHPOPMALIMOHHU
CUCTEMHU.

OO1IeCTBEHOTO OCBEIOMSABAHE 32 KHOEPCUTYPHOCTTAa M CH3HATEIHOCTTAa 332 PUCKOBETE Ha
KHOEpPTepOPUCTUUHUTE 3allJlaXd CBIIO C€a OT HU3KIIOYUTENIHO 3HAY€HHUE. 3PUTEIHTE,
YYaCTHUIIUTE U OPraHU3aTOPUTE HA CIOPTHU CHOUTHUS cienBa Jga ObAaar MHPOpMHpaHU 3a
METOANTE U TEXHUKUTE, U3MOJI3BAHU OT KUOEPTEPOPUCTUTE, KAKTO U 32 HEOOXOIUMOCTTA OT
npeanprueMane Ha Mpearasiyu MCPKHU 3a 3alliTa Ha TCXHUTC JIMYHU JaHHU U I/IH(I)OpMaLII/IOHHa
CUTYPHOCT.

1.4.2 CurypHoOCT Ha CIOPTHUTE YeOcalTOBE U NMPUI0KEHUSA

CurypHocTTa Ha CHOPTHUTE yeOCaWTOBE U MPHIIOKEHHS € OT ChIIIECTBEHO 3HAUYEHHUE 32
3amIMTa Ha TOTPEOMTEICKUTE ITaHHW W TpefoTBparsBaHe Ha KuOeparaku. CriopTHHTE
opranmzainuu TpsOBa Ja M3MON3BaT wmudpoBaHe, AByGaKTOpHA ABTEHTUKALUA U PEIOBHU
TECTOBE 3a CUTYPHOCT, 3a J1a OCUTYPST 3alllUTa CPEelly XaKepCKU aTaku, (PUIIUHT U 310BpEICH
codryep.

WuBecTrnuTe B KHOEPCUTYPHOCT U 00yUYeHHS Ca KPUTUYHHU 332 HaMaJIsiBaHE Ha PHCKa,
0co0eHO TpH rojgemMu cbOuTHs Karo Onummnuiickutre urpu. ChbBpEMEHHH TEXHOJIOTHH KaTo
W3KYCTBEH MHTENEKT TOAINOMaraT OTKPUBAaHETO Ha 3aljlaxd B peallHO  BpeMe.
C"I)TPYI[HI/I‘IGCTBOTO MCXKAY OpPraHu3aTopy, 10CTAaBUMIU U MPABUTCICTBCHU HHCTUTYIHUHU CHIIO

€ KJIFOYOBO 3a yCIEIlIHA U CUTYpHA Cpe/ia Ha CIOPTHUTE ChOUTHS.



II. TJTABA BTOPA IIEJI, 3AJAYU, OBJIACT, METOJAUKA U OPTAHU3ALIUA HA
N3CJIEABAHETO

I1.1. Hen Ha u3cjieBaHETO

HCJ'ITa Ha M3CJICABAHETO € da YCTAaHOBHU YI3BHUMOCTUTEC B I/IH(i)OpMaHI/IOHHI/ITC CUCTEMH Ha

CIIOPTHH MEPOIIPUSATHUS U Jla aHAIMU3Upa ChbBpeMeHHuTe Kubeparaku. [Ipenopbuanure Mepku

BKJIFOYBAT KPHUITUPAHC, KOHTPOJI HA AOCTHIIA, MOHUTOPUHI U o6yquI/Ie Ha IepcCcoHalia 3a

MMpEBCHUUA U PCaKI s ITPU UHIIUACHTH.

I1.2. 3amauu Ha u3cjaeaBaHETO:

3a u3IbJIHEHHE Ha TaKa (bopMmepaHaTa OeJI IOCTaBAME CIICAHUTE 3aJauu.

1.

Jla u3BBpLIIMM Mperjieq W aHalIu3 Ha HCTOPUYECKH IPUMEpPHU, CBBP3aHU C
KHOEpPTEepOPUCTUYHHU aKTOBE, 3acCsTalll MAaCOBU CIIOPTHU MEPONPUATHUS OT Pa3IMUEH PaHT,
U J1a IpoBeleM OOCTOMHO NpPOyYBaHE Ha ChHLIECTBYBAILUTE METOAM M TEXHOJOIMM 3a
KuOep3aluTa, U3MoI3BaHu B CHOPTHUTE MEPOIIPUATHUS U JPYTU MOA0OHU 00IaCTH.

Jla W3roTBUM J€TailjieH aHalu3 Ha pUCKOBETE U YA3BUMOCTUTE, CBBP3aHU C
MH(POPMAIIMOHHNATE CUCTEMH, KOUTO MOIBPIKAT CIIOPTHU MEPOIIPHUSATHSI.

Jla ycTaHOBUM OCHOBHMTE M3TOYHMIIM Ha 3aIljlaXa B HAllMOHAJIEH U MEXIYHApOJEH IUIaH,
KaKTO M Jla MpOTHO3MpaMe TsAXHaTa MOTHMBAllMs, HACOUYEHOCT, METOIU M CIIOCOOM Ha
JNIEUCTBUE.

Jla aHanmu3mpame KHOEpCUTYpHOCTTa Ha HH(POPMAIMOHHUTE CHUCTEMH, IOIbPIKAIIN
MacoOBU CIIOPTHU CHOUTHS.

Jla pa3kpueM MACTOTO U POJsATa Ha OTACIHUTE UHCTUTYLMM U CTPYKTYpPH Ha CIIOPTHATa
00IIECTBEHOCT, KOUTO UMAT QYHKIIUHU U 3a]]a4i 3a MPOTUBOJICHCTBUE HA KHOepTepopr3Ma
10 BpeMeE Ha CIIOPTHU MEPOIPUSITUS.

la aHanm3upaMe TEXHUYECKUTE M OPraHMU3allMOHHUTE MEPKU 3a NPEJOTBpATSABAHE U
ylpaBiieHUuE Ha KuOepaTakH.

Jla mpenicTaBUM pe3yiATaTUTE OT U3CIIEIBaHUATA B MUCMEHa popMa, KaTo ONUIIEM A00puTe
MpaKTUKA W TPEeAJo)KUM HAacOKM 3a TMoAoOpsBaHe Ha KuOep3amurara Ha
MH(POPMAIIMOHHUTE CUCTEMH, MOAIbPKAIIY CIIOPTHH MEPOIPUSATHSL.

Jla pa3paboTuM I1aH 3a OoOy4yeHHE Ha IepcoHajla Ha CHOPTHUTE MEPOINPUATHUS IO
KHOEPCUTYPHOCT M MHCTPYKIIMHM 32 Obp3a peakiiys B CIydail Ha MHIHICHTH.

Jla mperiename pe3yiTaTuTe OT JUCEpTAallMOHHATA paboTa U Ja MPeIIoKUM MMoA00peHus
3a kuOep3ammMrara Ha WHOOPMALMOHHUTE CUCTEMHM Ha CIIOPTHUTE MEPONPUATHS Ype3

npujiaraHe Ha CTaHAapTHU MCTOAU 3a CUTYPHOCT, KAaToO MyJ'ITI/I(baI(TOpHa ABTCHTHUKAIIMA,



orpaHMYaBaHEe Ha IpaBaTa Ha MOTPEOUTENUTE, KPUIITUPAHE HAa JaHHU U APYTU 3aIIUTHU
MEpPKH.
I1.3. O6eKT 1 npeaMeT HA U3CJIeABAHETO
OO0eKT Ha U3c/IeIBaAHETO € KHOEPCUTYPHOCTTA HAa MH()OPMALIMOHHUTE CUCTEMH, IO AbPIKALLIN
CIIOPTHHU MEPOIIPHUATHS, BKIIIOUBAIIA Xapayep, copTyep, MpekoBa MHPPACTPYKTypa, HHTEPHET
MIPOTOKOJIH, MPOIIETyPU U YOBEIIKHUS (GaKTOP.

IIpenmet Ha u3cJIeBAHETO € ONITUMU3UPAHETO HA KHOep3amuTaTa Ha HHQOPMAIIMOHHU
CUCTEMH, MOJIbPKAIIHU CIIOPTHU MEPOTIPUATHS, C AKIIEHT BPXY UACHTU(PUILINPAHE HA PUCKOBE
U pa3paboTBaHe HA €PEKTUBHU MEPKH 3a 3aIIUTA.

I1.4. O6a1acT Ha U3c/IeABAHETO

KubepcurypHocTTa ce ChCTOM OT TPU OCHOBHH 00JIaCTH — PU3NICCKa, TEXHUYECKA M YOBEIIIKA.
Ilenta Ha HacTOSAIIMS HAYy4YeH TPYA € Jla U3CJe/IBa U XapaKTepusupa Te3u TpU eJIeMeHTa, 3a 1a
Ce YCTaHOBST Hal-I00pUTE NPAKTHKU 3a KUOEPCUTYPHOCT HpPHU IMPOBEKIAaHE HAa CHOPTHU
MeporpusaTas. O01acTTa Ha U3CIEIBAHETO € KuOep3ammTara Ha HHPOPMAIIHOHHUTE CUCTEMH,
KOUTO TOAIBPKAT CIIOPTHH MEpOonpusiTHs. ToBa BKIIOYBA TEXHOJOTUUTE, W3MOJI3BaHU 3a
OCUTYpsIBaHE Ha KOMYHHKalus M 00paboTka Ha WHQpOpMAaIMs, Kato yeOcailToBe, OHJIaiH
w1aTopMu 3a 3aaraHusl, MeIMHHU TIaTGOpPMHU 3a Mpe/laBaHe Ha JKUBO U JIPYTH.

NzcnenBanero ce hokycupa BbpXy UIASHTU(DUIIUPAHETO HA BH3MOKHUTE KHOEp3aruiaxu
Y aTaku BBPXY T€3W WH(OOPMAIIMOHHU CUCTEMHU, KaKTO M BbPXY pa3paO0OTBaHETO HAa MEPKH 3a
nonoOpsiBaHe Ha TAXHATa KUOep3aluTa, ¢ el J1a ce MPEAoKaT MOJOOPeHHs U PElIeHHs 3a
MOBUILIABAHE HA CUTYPHOCTTA U HA/IEKIHOCTTA HAa T€3U CUCTEMHU.

IL.5. Meroauka Ha U3CJIeABAHETO

3a na ObJEM MaKCHMalHO TOYHU B pE3yJITaTUTE, MPEACTaBEHHW B HACTOSIIATa
pa3paboTKa, U3MoI3BaxMe Pa3HOOOpa3HU METOIU 3a ChOMpaHe Ha JTaHHU, KOUTO MOTaT Jia ce
CHUHTE3UpaT B CIEAHHUTE TPYNU: MPOyUBaHE HA JUTEPATYpPHU M3TOUYHMIIM; aHAINU3 Ha JIOOpH
npakTuku 3a kubepcurypuoct; SWOT ananus; ckaHupaHe ¥ aHAJIU3HpPaHE 3a YSI3BUMOCTH Ha
CIIOPTHM CalTOBE, AHKETHO TMPOYYBAHE, CTPYKTYpPEH KOHTCHT-aHAJIN3; MaTeMaTHKO-
CTaTUCTUYECKU METOMM.

JluTepaTypHOTO ITpOyYBaHE 00XBAIlla HAYYHU U3TOYHHIIN, KHUTH U TOKJIaa1 B 00JacTTa
Ha KUOEpPCUTYPHOCTTa Ha CIOPTHUTE CHOUTHA. AHATU3UpPaHW ca JOOpPH TPAKTHKU KaTo
yIpaBJjeHHE Ha JOCThIIa, KPUIITUPAHE W PEIOBHO 0OHOBsiBaHe Ha codTyepa. Upes S.W.O.T.
aHaMM3 ca WACHTUQUIMPAHW CHWIHH M CJa0M CTpaHW, BB3MOXKHOCTH M 3aIjlaxh 3a
kubep3ammrara B cropta. [IpoBeneHo € CkaHUWpaHEe Ha CIOPTHH CAMTOBE 3a YSI3BUMOCTH,

OIICHKA HAa PUCKOBETC U CbOTBCTCTBUC C PCryJIalIUUTE. AHKETHOTO MMpOYy4YBAaHC U CKCIICPTHATA



OLIEHKa ChOMpAT MHEHHSI 32 PUCKOBETE U 3allUTHUTE MEPKU. MaTeMaTuKo-CTaTUCTUYECKUTE
METOJIM KAaTO PErpecHMOHEH M KIBCTEPEH aHaliu3 IOoJIoMaraT OlLIEHKaTa Ha pHCKa U
pa3paboTBaHeTO HA e(PEKTUBHH CTPATETUH 32 KUOEp3aIuTa B CHOPTHUS CEKTOP.
I1.6 Opranuszanusi Ha N3CJIeIBAHETO

1. dopMupaHe HA eKHUIl

2. IMepmoa: 01/01/2022 —31/01/2022
Heiinoctu: Chopmupane Ha eKdIl OT MPOPECUOHAIUCTH B 001acTTa HA KHOEPCUTYPHOCTTA,
criopTa u uH(pOpMalMOHHUTE TeXHOJOTHH. OnpeesHe Ha ICHH LEIH U 3a]1a4y 32 OpUEHTAIUs
Ha TPOYYBAHETO.

1. JluteparypeH 0630p
Mepuon: 01/02/2022 — 01/04/2023
Heiinoctu: ChOupaHe W aHanu3 Ha ChHIIECTBYBAlllaTa JHUTEparypa U OCHOBHU TOHATHSA,
CBbp3aHH C KHOEpCHUTypHOCTTa B cropTa. M3BbpiieH Oe mperiea Ha CHIIHOCTTa Ha
kuOep3aImrara, puckoBeTe 3a HH(HOPMALMOHHUTE CUCTEMU U IIPUIIOKUMUTE CTPATETHHU.

2. Ileamn, 3agaum, 06J1aCT, METOANKA U OPraHU3ALMA HA U3CJIEABAHETO
Iepuon: 01/04/2022 — 30/04/2023
Heiinoctu: @dopMynupaHe Ha OCHOBHHTE LIETM W 3aJadyd Ha u3cjenBaHeTo, uM300p Ha
Metozaoorus, BkintouBama SWOT ananus, ckanupaHe 3a yA3BUMOCTH, aHKETHH NTPOYUYBaHUS U
eKCIepTHU olleHKU. [InaHupaHe Ha JeTaiiyieH XpOHOJIOTUYEH IJIaH Ha JeHHOCTHUTE.

3. Pa3pa0orka Ha aHKeTHA KapTa M AaHKETHO NPOy4YBaHe
Iepuon: 01/06/2022 —31/12/2023
HeitnocTn: M3rorBsHe Ha aHKETHAa KapTa W IIPOBEXKJAHE HA AaHKETHO IPOYyYBaHE,
CHUCTEMaTH3allMsl U aHAJIW3 Ha chOpaHaTra uHpopMaIus.

4. AmnHanu3 Ha pe3yJTaruTe
Iepuon: 01/01/2023 — 31/08/2023
JeiiHocTH: AHanu3 Ha CbOpaHUTE JaHHU OT JUTEPATyPHOTO MPOyUYBaHe, TOOPUTE MPAKTUKU B
kubepcurypHoctra, pesynrarure or SWOT ananuza U CKaHMPaHETO 3a YSI3BUMOCTH, KaKTO U
OT QHKETHUTE MTPOYYBAHUSI.

5. HM3Boau M npenopbKH
Hepuon: 01/09/2023 — 01/02/2024
HeiinocTu: OO600IEeHNe Ha OCHOBHUTE W3BOJM OT H3CIEIBAHETO W TPEIOCTaBSIHE Ha
MPETNOPBHKH 3a 0100psBaHe Ha KHOEPCUTYPHOCTTA B CHOPTHUTE MEPOTIPUSATHS, KAKTO U HACOKHU
3a Obaeny u3cneaBanus. M3cneaBaneTo o0XBalla eKul, JJUTepaTypeH 0030p, LeNu, METOAMKA,

AHKCTH, aHaJIu3 U U3BOJHU 3a HOI[O6p5{BaHe Ha KI/I6epCI/IprHOCTTa B CIIOPTa.
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®urypa 6. [ anm ouacpama Ha npoekma 3a KUbepcucypHoCcm Ha CHOPMHU MEPONPULMUSL
Q@urypaTta BU3yalIM3upa MNPOABIDKUTEIHOCTTa U BPEMEBHUTE IIEPUOAM HAa Pa3IUYHUTE
eranmu OT Tpoekra. ToBa yiecHsBa pa3OMpaHETO 3a TOCIEAOBAaTEIIHOCTTAa W B3aWMHATa

3aBUCUMOCT MCKAY €TAIIUTEC.



II1. TJTABA TPETA - AHAJIN3 HA PE3YJTATUTE

II1.1. O0o01IeHne HA HEeJUTE U 3aJaYUTe Ha U3CJAeIBAHETO

B u3cnenBaneTo ca npuiaokeHu METOU KaTO CKaHUPAHE HA YSA3BUMOCTH, aHKETU U €KCIIEPTHU
OIICHKH, 32 J1a C€ UJICHTU(HUIMPAT PUCKOBETE 3a KUOSPCUTYPHOCTTA Ha CIIOPTHU CHOUTHS U 1a
ce mpemioxar epexkTuBHH pemieHus. LlenTa € ma ce aHamM3upa TEKYIIOTO ChCTOSHHUE Ha
KHOEpPCUTYPHOCTTA HA CUCTEMHU, MOAbPXKAIIM CIIOPTHU MEPONPHUSATHS, U J1a C€ MPEeasiokar
MEpKH 32 nmonoOpsiBane Ha curypHocTTa. OCHOBHUTE 33/1a49M BKJIFOUBAT JIMTEPATYPEH MPEIIe],
aHanu3 Ha 1o00pu npaktuku, S.W.0.T. ananus3, ckaHupaHe Ha YI3BUMOCTH, aHKETHO ITPOyYBaHeE,
KOHTEHT aHAJIU3 M EKCIIEpTHa OllIeHKa. Pe3ynrarure momyepraBaT Ba)XKHOCTTA HAa PEAOBHHUTE
aKTyaJlu3alliy, MHOTOIUIACTOBATA 3aIlMTa, KPUNITUPAHETO M MOHUTOPUHTA HAa CUCTEMUTE 3a
CUTYPHOCTTA Ha CIIOPTHHUTE MEPOMPUATHA. Te3d MEPKH Ca KIIIOYOBH 3a 3alUTa HA JTUYHHUTE
JAaHHU Ha TIOTPEOUTEINTE U NMPEAOTBpaTIBaHE HAa KHOepaTaky.

I11.2. Anau3 Ha pe3yJaTaTuTe OT NPOYYBAHETO HA JIUTEPATYPHUTE U3TOYHHUIH
JluteparypHusT Tpemies, pa3Kpyd  KIIOUOBM TEHICHIMM W MPEAU3BHKATEIICTBA B
KHOEPCUTYPHOCTTA Ha CIIOPTHUTE CHOUTHS, KaTO HapacTBal] Opoi Kubeparaku, 3SHAYCHUETO Ha
MyATHU(AKTOpHA ayTEHTUKALUS, KPUNITUPAHEe U HYyKJAara OT peaoBHH oauTu. [IpoyuBaHeTo
MOTBBP/IM HApacTBallUsl HMHTEPEC KbM CHUTYPHOCTTa Ha HWHGOPMAIIMOHHUTE CHCTEMH,
o0CITy’>KBaIlld CIIOPTHU MEPOTNPHUATUS, UACHTUPHUIIUPANKN 3aIIaxyd KaTO XaKePCKH aTakud U
3noBpesieH copryep. [IpenopbkuTe BKIIIOUBAT M3MOI3BAHETO HA KPUNTOrPadCKU TEXHOJIOTHH,
PENOBHU aKTyalu3allid, U30JIMPaHH Mpexu U oOyueHue Ha mepcoHana. M3mon3BaHeTo Ha
MaTeMaTHUKO-CTaTUCTUYECKH METOAM KaTO PETPECUOHEH U KIIbCTEPEH aHaIM3 € JOKa3aHO KaTo
TOJIE3€H TOJIXO/1 3a OLIEHKAa Ha pUCKa U ys3BUMOCTH. OO30pBT MpEOCTaBs 1IEHHA OCHOBA 3a

nofo0penus B kubep3ammrara U ObAEIN U3CIeIBaHNs B Ta3U 00JIaCT.

I11.2.1.0000meHne HA HA-BAKHUTE U3BOAU M NIPENOPBKHU

JlutepaTypHUST Tperien Moauyepra HEOoOXOOAUMOCTTa OT MHOTOCTENEHHA  3alluTa,
MEXIYHapOIHU CTaHIApPTHU M peloBHO oOOy4yeHHe 3a KUOepCUTYpHOCT B CIIOPTHUTE
MeponpusaTus. [IpenopbuBa ce BHeApsBaHE HA MHOTOCTEIIEHHA 3alIUTHA CUCTEMA, TPOLEAYPH
IIpM MHLUUJEHTH U TOBMILIABAHE HA OCBEJOMEHOCTTAa Ha IepcoHala. AHaJIM3bT Ha pHUCKA
aKIEHTHpa BBPXY 3alllMTa Ha MapoJUTe M aKTyanu3alus Ha codryepa. Te3m Mepku 1e
MMOMOTHAT Ha OPTaHW3aTOPUTE Ha CIOPTHU CHOUTHS 1@ MOAOOPSIT CHUTYPHOCTTA CH CPEILy
KuOeparaki.

I1.3.Ananu3 Ha 7OOpHU NPAKTHKH 32 KHOEPCUTYPHOCT



[Ipoyunxme noOpuTe MPAKTUKU 32 KHOEPCUTYPHOCT, IIPUJIAraHu B CIIOPTHU OpPTraHU3alMU IO
CBeTa, 3a Ja HAeHTHHIUpaMe e()EeKTUBHU CTpaTeruy 3a aJanTHpaHe KbM ObITapCcKHUTe
CIIOPTHU MEPONPHUATHA. AHATU3BT M0Ka3a, U € MPEMOPHYUTEIHO /1a C€ U3MO0I3BAT CTaHAAPTH
karo ISO/IEC 27001 u NIST Cybersecurity Framework, kakto u pejoBHO OOHOBSIBaHE Ha
co(Tyepa, CUIIHH [IApOJI U CKaHMpaHe 3a 3apa3u. BaxHo e cbio 00yyeHneTo Ha nepcoHana u
U3rpaxaaHe Ha KyaTypa Ha KuOepcurypHocT. OCHOBHHTE aKIIEHTH BKIIOUBAT M3TPaKJaHe Ha
CHUTypHa MpEXoBa HHQPACTPYKTypa, 3allWTa Ha JUYHU JAaHHU M TMPOTHBOACHCTBHE HA
KuOepaTaku.

I11.4. Anasm3 Ha pesyararure oT S.W.O.T ananu3

S.W.O.T. ananu3bT MNpeAoCTaBU MNOAPOOEH TMperviea] Ha CHWIHWTE W ClIaduTe CTpaHH,
BB3MO)KHOCTHTE W 3aIUIaXHTEe, CBbP3aHH C KHOepcurypHocrra B crnopra. CHIIHUTE CTpaHd
BKJItOUBaT 00yuenu UT criennanvcTd 1 MOIEPHU TEXHOJIOTHUH, JOKATO caaduTe ca Jurcara Ha
KOOpJMHALUSA U pecypcH. Bb3MOXKHOCTHTE BKIIIOUBAT MEKIYHAPOIHO ChTPYIHHUUECTBO U HOBH
TEXHOJIOTHH, a 3aIUIaXUTE — YBEJIMYaBaIIUTEe ce KHOepaTakh W HOBU BHUJIOBE 3J0BPEICH
copryep. Bb3 ocHOBa Ha aHanm3a Osixa MPEUIOKEHH TPENOPHKUA 3a MomoOpsiBaHE Ha
kubep3alurara, Karo ch3JaBaHe Ha KHOep3alllUTHA IMOJUTHKA, BbBEXaHEe Ha JABy(akTopHa
aBTEHTHUKAIMs, OOy4EeHUS U HUHBECTULIUU B CbBPEMEHHH TEXHOJIOTHH.

II1.5. AHa/u3 Ha pe3yJITaTUTE OT CKAHMPAHe U AHAJM3MPAaHe HA YA3BUMOCTH HA CIIOPTHH
caiitoBe

AHanu3bT Ha YA3BMMOCTHMTE Ha CIOPTHM CalTOBE pa3Kpd OCHOBHU pHckoBe karo SQL
MHXeKLnHU, XSS araku, JTuIca Ha KpUNTHpaHe u ciabu naponu. Te3u npoOnemu noayepraBar
HY)K/1aTa OT PEIOBHH aKTyaJTM3aliH 1 3aIlIMTa Ha JAHHUTE, 32 Ja CE TIPEI0TBPATAT KHOepaTaKH.
CkanupaneTo ¢ MHCTpyMeHTH karo Nmap u Nikto uaeHtuduirpa oTBOpeHH MOPTOBE, JUIICA
Ha HTTP 3armaBku M Jpyru ys3BUMOCTH, KOMTO IPEICTaBIIsABAT MOTEHLUAIHU PHUCKOBE.
Pesynrature mnoka3BaT HEOOXOIMMOCTTa OT BbBEXKAAaHE Ha MO-CHJIHM maponu, SSL
cepTU(HKATH, PEJOBHO OOHOBsIBaHE HAa coTyepa M OrpaHWYaBaHEe Ha JIOCTHIA IO KPUTHYHA
IUpeKTopur. Te3nm MepKH Ie TMOBWINAT CHTYPHOCTTa HA CIIOPTHHUTE IUIATGOPMHU Cpemry
3JI0BPE/IHU aTaKu.

I11.6. AHKeTHO Ipoy4YBaHe

AHKETHOTO NPOyYBaHE YCTAaHOBHU, Y€ OCHOBHUTE MPEIN3BUKATEIICTBA MTPe] KHOEPCUTYPHOCTTA
B CIIOPTHUTE CHUCTEMH Ca JIUIICaTa Ha PECypcH M HEIOCTaThYHO 00yUeHUe Ha MepcoHasa, Karto
CBIIIO ce MoYepTaBa HyXk/1aTa OT M0o-A00pa KoopauHaius 1 ooMeH Ha uHdopmanus. Llenra Ha
aHkerata Oeme Ja cbOepe MHEHHS U MPENOPBKUM OT MOTPeOUTENd Ha CIOPTHUTE

HH(bOpMaL[I/IOHHH CHUCTCEMH, 3a Hda C€ HOI[OGpI/I TAXHaTa KI/I6ep38.I_I_II/ITa. HBCJ’ICI{B&HCTO,



MPOBEJICHO cpell CTyAeHTH oT Boenna akaaemus ,,[. C. PakoBcku“ m Hanmonanna criopTHa
akagemusi ,,Bacun JleBcku®, BkIo4Bamie 16 BbIpoca, OoOXBamlallM 3HAHUS, YMCHHS U
BB3NPUATHS 32 pUCKOBeTe. PesynTarure Osixa aHanu3upaHy U U3MOI3BaHM 32 (OPMYyTUpaHE HA
MIPENOPHKY 3a MOBUIIABaHE HAa KMOEep3aIIuTaTa B CIIOPTHUTE UHPOPMAIIIOHHU CHCTEMHU.

II1.7. CTpyKTypeH-KOHTEHT aHAJIU3

AHanu3bT HA JOKYMEHTH pa3KpH, Y€ MHOTO CIIOPTHHM OpraHMU3alMM HSAMAT SICHU ITOJUTHKU 32
KHOEpCUTYpHOCT W YeCTO MpeHeOperBar Hail-goOpute mnpakTuku. CTPYKTYpPHO-KOHTEHT
aHAJIU3bT UJICHTU(GUIUpPA KIIOUYOBU TEMHU KAaTo IpEICTaBsiHE Ha mpoliema, Leidu, METOAU U
3aKJIIOYEHHUS] HAa W3CIEABAHETO, MOJYEPTaBaliKM BaXKHOCTTAa My 3a Hay4yHaTa OOIIHOCT.
OCHOBHMTE TEMM BKJIIOYBAT NPOOJEMHUTE C KUOEPCUTYPHOCTTA, LIEIMTE HAa W3CIIEABAHETO,
U3IMO0JI3BAaHUTE METOAM U 3aKJIFOUEHUSITA. TO3M aHaIu3 € 10JIe3€H HHCTPYMEHT 3a U3BJIMYAHE Ha
uHpopMaIus U CTPYKTYpHUpPAHE HA ChABPKAHUETO B HAYYHH H3CIICIBAHUS.

I11.8. ExcnnepTHa onenka

AHanu3bT Ha €KCIIepTHATa OLIEHKa MOTBBbPIM, Y€ MPEJIOKEHUTE MEPKU 3a KuOep3auura ca
aJeKBaTHU M TNPUIOKHUMH, KAaTo EKCIEepTUTE Npernopbyaxa AONbIHUTEIHH Al-Oazupanu
pelieHrs 3a OTKpuUBaHe Ha aHoMmanuu. KoHcydaranuure paskpuxa KIIUOBH PHCKOBE U
ySI3BUMOCTH, KOETO II03BOJIM M3TOTBSHETO Ha JeTaiilHa OIleHKAa Ha CbCTOSHHUETO Ha
kuOep3ammTara Ha CUCTEMUTE 3a CHOPTHU MeponpusaTus. KomOuHausTa oT ekcrepTHa OolieHKa
C Ipyr' METOAM KaTO CTPYKTYPHO-KOHTEHT aHaJM3 U aHKETHO MPOYyYBaHE OCUTYpPHU ISUIOCTEH
npervie Ha pHCKoBeTe W cirabocTuTe, KOUTO TpsiOBa na Objar agpecupanu. ExcrneprHara
OLIEHKa MOJuYepTaBa 3HAUYUMOCTTa Ha aJieKBaTHaTa KuOep3aluTa, OCOOCHO 3a CHOPTHHU
CUCTEMH, OJATIINBYU Ha KMOepaTaku.

I11.8.2.0000111eH1e HA MHEHHUSAITA HA eKCIIePTUTE OTHOCHO NPeIJI0KeHUTe peleHus
Excnieprure eIMHOAYIIHO MOJKpENuXa HEOOXOJUMOCTTa OT IMOBHILIEHa KuOep3alura 3a
MH(GOPMALIMOHHUTE CUCTEMH, CBBP3aHU ChC CIIOPTHU MEPONPUATHS, KaTo C€ ChIVIacHXa, ye Te
ca M3JIOKEHW Ha 3HAUYMTENEeH pUcK oT kubeparaku. Cpes MpernopbKUTe, KOUTO MOJKPENHXa,
0s1xa BHEJIPSBAHETO Ha JBy(PAKTOpHA aBTEHTHKALMS M PEIOBHU MPOBEPKU Ha YA3BHUMOCTHUTE.
Enun excriepT mpennoxu MynTH(AKTOpHA aBTEHTHUKAIUS ¢ OMOMETPUYHM JaHHHU, KOATO Oe
IpU3HAaTa KaTo €()eKTUBEH METO]] 3a MIOBUIIIABaHE HA CUTYPHOCTTA.

I11.8.3. Ananu3 Ha pesyaraTture M (opmyaupaHe Ha 3aKJIIOYECHHS 32 JONbJIHHMTETHH
aecTBUs

ExcneprHata olieHKa mokas3a ysi3BUMOCTH B CHCTEMUTE 3a CHOPTHHU CHOUTHUS, KOUTO MOTaT Ja
Obaat excrutoarupand. OCHOBHHUTE MPEMOPHKHU BKIIOYBAT MOA0OpSBaHE HA OCBEIOMEHOCTTA U

06y‘{CHI/ICTO Ha IICpCOHAJia, BHCAPSABAHC HaA MHOI‘O(I)aKTOpHa ABTCHTHUKalHA U I_I_II/I(I)pOBaHe Ha



nanHu. CriopTHaTa OpraHu3aiys TpsAOBa J1a MPOABIKU C PEIOBHU ITPOBEPKH U MIpHIIaraHe HA
npemioxkenute Mepku. dur. 30 mokazBa pasnpeneseHUeTo Ha MPEUIOKEHUTE MEPKH.
I11.9 MaTeMaTHKO-CTATHCTHYECKH METOIM
CTaTuCTUYECKUAT aHAJIW3 Ha JAHHUTE OT aHKETUTE U CKAHWPAHETO Ha YSI3BUMOCTU Pa3KpH
KJIFOUOBH 3aBHCHUMOCTH M ITOMOTHA 3a Kiacu(duIimpane Ha puckoBere. M3cimeaBaneTo mokasa,
4e MO-BHCOKOTO HMBO Ha OOy4YEeHHE Ha IMepcoHaja BOAU JIO HAMAJsBaHE HA YSI3BUMOCTHTE,
JIOKaTo ciIabuTe Mapoju 3HAYUTEIHO YBEJIWYaBaT pHUcKa OT arakud. KirbcTepHUAT aHaiu3
MO3BOJIM CErMEHTHpPAHE Ha CUCTEMHTE Ha TpPU HHMBA Ha PHUCK, KOETO YJIECHSBA
MPUOPUTHUZUPAHETO HA 3AIUTHUTE MEPKH.
OCHOBHHU U3BOIU:

1. TloBumeHOTO 00yYeHHE HAMAJISIBA YSI3BUMOCTHTE.

2. Cnabute mapoyy yBeld4aBar pUcKa, MPEnopbyuBa c€ MHOTO(aKTOpHA aBTEHTUKAIIHS.

3. KuabCTepHUAT aHAIN3 € MOJIE3€H 32 CETMEHTUPAaHE 0 PUCK.
[Ipenopsku:

e (OOyueHue Ha epcoHaia 3a KHOEPCUTYPHOCT.

e [lonuTHKY 3a CUJTHU TIAPOJIK U PEJIOBHA CMSIHA.

o BHenpsBane Ha MHOTO()aKTOpHA aBTCHTHKAIIHS.

e PenoBHM 07UTH 32 ySI3BUMOCTH.
Te3u MepKH 3HAYUTEIIHO 1€ TOJOOPAT YCTOMUYMBOCTTA HA CUCTEMUTE CPEILy KuOep3aruiaxu u

I YJICCHAT 0€30I1aCHOTO IMPOBCIKAAHC HA MACOBU CIIOPTHU MCPOIIPUATHUA.



IV I'JTIABA YETBBPTA U3BOJAU U NIPEIIOPBKU
1V.1. U3Boau

1.

HapactBama posiss Ha KuOepcUTypHOCTTa B crHopTa: Pa3BUTHMETO Ha TEXHOJIOTMUTE
3HAYUTEIIHO YBeIn4aBa HyXk/1aTa oT eheKTUBHA KUOep3aluTa B CIIOPTHUTE MEPOIIPUSITHS,
MOpajil HOBOIOSIBUIIM CE PUCKOBE 32 CUTYPHOCTTA Ha JaHHUTE U UHPPACTPYKTypaTa.
Yectn Tunose kubep3amiaxu: B u3cieqBaHeTo € yCTaHOBEHO, Y€ KMOep3aIulaxuTe KbM
CIOPTHUTE CHOUTHS Ca Pa3HOOOPA3HM M YECTO BOIAT JI0 KOMIIPOMETHpaHE Ha JaHHH,
HapyllaBaHe Ha CHUCTeMHHM (YHKUMU WM penku ¢usuuecku metd. ToBa moguepraBa
HE00XO0IUMOCTTA OT CHEIUAIU3UPAHU MEPKH, HACOUYEHHU KbM TE€3U CleU(DUYHU 3aIUIaxH.
Heo6xomuMocT OT OAXOIAIIM MEPKH 32 CUTYPHOCT: BBB Bpb3Ka C TIOCTABEHUTE IENU €€
OTKpOSIBa 3HAYMMOCTTAa Ha IOAXO0/AU KaTO KpUIITUPAHE, YIIPABJIEHUE HA JOCTHIIA U PEAOBHU
OOHOBJICHUS HA CHCTEMUTE, 32 JIa C€ HaMaJli pUCKa OT KubepaTaku.

JluncBamy cTaHAapTH 3a KUOEPCUTYPHOCT B CHOPTHHUTE OpraHu3anuu: JIuteparypHOTO
[IpOyYBaHE M AaHAJIM3bBT HaA JOOpUTE MPaKTUKU IOKa3BaT JMICaTa Ha YHU(PHUIUpPaHU
CTaHJApTH 3a KuOep3ammra B COPTa, KOETO BOJIU JI0 HEOOXOAUMOCT OT pa3paboTBaHe Ha
CHeIHaTU3UpaHU MOJUTUKN U HACOKHU 32 CHOPTHUTE OpraHU3aIuu.

Hanuuue Ha ysS3BUMOCTH B criopTHUTE cucTeMu: CKaHMpPAHETO Ha YSA3BUMOCTHUTE MOKa3Ba
KOHKpETHH CJIab0CTH, KaTO MEXIYCauToB CKpUNTUHT U SQL MH)KEeKIMH, KOETO U3HCKBa
a/IeKBaTHU MEPKH 3a 3allluTa Ha HH()OPMALIMOHHUTE PECYPCH HA CIOPTHUTE OpraHU3al1H.
JIurnca Ha HHGOPMHUPAHOCT cpeJl IepcoHana: AHKETHOTO IPOyYBaHe Mo {4epTaBa HyxKaara
oT oOyuyeHHs] M TOBHIIABAHE HAa OCBEJIOMEHOCTTa Cpej MepcoHalla M YYaCTHULIHUTE B
CIOPTHHU CHOUTHSI OTHOCHO OCHOBHU KMOep3arjiaxu, KOETO € ChILIECTBEHO 3a YKpElBaHe Ha
CUTYPHOCTTA.

Ponss Ha oOydenuero: M3BOABT OT NpPOYYBAHETO COYM, Y€ PEIOBHOTO OOyuyeHHE U
nHbOpMHpaHe Ha NTepCOHaja 32 HOBUTE KMOep3aIiaxy U 100pUTe MPAKTUKHU € OT KIIF0UYOBO

3HaYEHHE 3a MOJABPKAHETO Ha KUOEPYCTOWYMBOCT HA CIIOPTHUTE CUCTEMH.

IV.2. llpenopbku

CJ'IC,Z[ MPUKIIFOYBAHCTO HA HACTOAIIOTO U3CIICABAHE ITpEAIaraMme CJICAHUTEC KIIFOYOBU MMPCTIOPBKU

3a HOI[O6p$IBaHC Ha KI/I6ep38.H_[I/ITaTa Ha I/IH(I)OpMaLII/IOHHI/ITC CUCTEMHU, OGCJIy)KBaIJ_II/I CIIOPTHU

MEPOIPUATHSL:

Msrpaxnane Ha cuiiHM napoJu: V3moi3BaHeTO Ha CUITHU MAPOJH € cpell Hall-e(heKTUBHUTE

HaA4YMWHMU 3a 3allluTa Ha JIMWYHU JaHHU U I/IH(l)OpMaHI/IOHHI/I CHUCTEMU. HpenoquBaMe BBBCKAAHETO

Ha MOJIMTHKA 3a Cb3JaBaHC HA CJIOKHU IMApPOJIv, KOATO Ja BKIIKOYBA KOM6I/IHaI_II/II/I OT CMMBOIJIH,

udpu 1 OyKBH, KAKTO U peJ0BHA ITPOBEpKa Ha cujlaTa Ha MapojuTe Ha norpedutenure. Chio



Taka € HeoOXOIMMO BHEApSBaHE HAa MHCTPYMEHTU 3a YIpaBJICHHUE HA MapoJIMTe, KOUTO Ja
YACCHST MOTPEOUTENNUTE B CHh3/1aBAHETO U MOJIbPYKAHETO HA CUTYPHH MAPOJTH.

BuenpsiBane Ha cucTemMa 3a MOHMTOPHUHI: MHCTanupaHeTo Ha cHCTEMa 32 MOHUTOPUHT Ha
MpEXOBHS TpadUK U aHAIM3 Ha JIOTOBETE Ha ChPBBPUTE € KIOYOBO 33 PAaHHO OTKPHUBAaHE Ha
HEOTOPU3HPAHU ONMUTH 3a AOCTHI 10 MHbopMalnuoHHUTe cucteMu. [lomoOHu cuctemu 3a
MOHHUTOPHHT CJICAT 32 aHOMAJIMH B TIOBEJICHUETO Ha MpEXaTa U ChbPBBPUTE, KOETO MO3BOJISIBA
CBOCBPEMEHHO IPEIITPHEeMaHe Ha MEPKH 32 3aIuTa. M31moa3BaHeTo Ha MHCTPYMEHTH 32 aHAJIH3
Ha JIOTOBE U aJlapMUpaHe MPU ChbMHUTENHA aKTUBHOCT € OT KPUTHYHO 3HaYE€HUE 33 HaMaJIsiBaHEe
Ha BPEMETO 3a peaKiysl PU UHIUICHTH.

H3rpaxaane Ha MpeKoBa 3alMTA: 3allATaTa HA MPEKOBUTE CUCTEMHU € OT CHIIECTBEHO
3HAYCHHUE 3a MPEAOTBpATSABAaHE HAa XAaKePCKU aTakd W MPOHUKBAHE Ha 3JIOBpeneH codryep.
[IpenopruBaMe M3MOJI3BAaHETO Ha pemieHus kKato 3amuTHU cteHu (Firewall) m cucremu 3a
npenoTBpatsBaHe Ha nmpoHukBanus (Intrusion Prevention Systems — IPS), kouto na Gnokupar
HEXEJIaHUs JOCTHII JI0 CUCTeMara | Jia MPEAOTBPATABAT Pa3NpOCTPAHCHUETO Ha 3JIOBPEITHU
nporpaMu. BHepsiBaHETO Ha MPEKOBA CETMEHTAITNS OCHUTYPsIBA JOITBIHUTEIICH CJION 3aIlnTa,
KaTo OrpaHuYaBa pas3pOCTPAHEHHWETO Ha arTaku B pa3jIMUYHA 4YacTH Ha MpEXKoBara
uHppacTpyKTypa.

OO0yuenue Ha nepcoHaja: OOy4eHHETO Ha IMEpcoHalla € KIIYOB €JIEMEHT B Ipolieca Ha
nonoOpsiBaHe Ha KuOep3amuTara. Beeku cimyxuten TpsadBa na 0b1e HHOOPMHUPAH 3a CBOUTE
OTTOBOPHOCTH MO0 OTHOILIEHHE Ha KHMOEPCUTYpHOCTTa U Ja ObJe o0ydyeH Kak Ja pa3no3HaBa
MOTEHIIMATHY 3aIlJIaXy, KaTo (PUIITMHT aTaKH, COIIMATHO HHKEHEPCTBO U ChMHUTEIIHU JINHKOBE.
PenoBHHTE OOyYeHHSI 1 CEMUHAPH Ca MPETOPHUMTEIIHH, 32 JIa C€ aKTyaIM3upaT 3HAHHUATA Ha
MepCcoHaa OTHOCHO HOBUTE 3aIUIAXU M JOOPHUTE MIPAKTHKY 32 3alHTa.

PenoBHo o0HOBsIBaHE Ha codTyepa: AKTyanu3anuuTe Ha codTyepa ca OT KpUTUYHO 3HAUCHUE
3a 3aTBapsiHE Ha YSI3BUMOCTH, KOUTO OMXa MOTJIH J1a ObJaT U3MOI3BAHH OT 3JI0HAMEPEHH JIUIIA.
PenoBHOTO OOHOBsIBaHE Ha BCUYKH CHCTEMHHM KOMITOHEHTH, BKJIFOUMTEITHO OIECPAI[HOHHUTE
CUCTEMH, TPUJIOKCHHUATA M 3alIUTHUTE PEIICHUS, HaMajsiBa pPUCKa OT aTakd, CBbp3aHHU C
W3BECTHH YS3BHUMOCTU. BHeJpsBaHETO Ha aBTOMATHU3MPAHH MHCTPYMEHTH 3a YIpaBlIEHHE Ha
aKTyaJIH3al[MUTe 1€ OCUTYPU HABPEMEHHOTO MHCTAIUpaHe Ha KPUTUYHH MMOTIPABKHU U 3aIlUTH.
Pa3paGorBaHe Ha maH 3a jAeiicTBHe npu MHOMIAEHT: Pa3paboTBaHeTO W MpuUIaraHeTo Ha
TIJIaH 32 JIEHCTBUE NMPU KHOCPUHITUICHTH € OT CHIIECTBEHO 3HAYCHHE 3a Obp3a u epeKTUBHA
peaknus B CiTyvaid Ha araka. [TaHbsT TpsOBa 1a BKIIFOYBA SICEH MTPOIIEC 33 UACHTH(HIIMpaHE HA

HHOUACHTUTC, IPpOLCAYypa 3a KOMYHUKAIUS C BCHUYKU 3aCCTHATH CTPAHU U Bb3CTAHOBSIBAHC HaA



CUCTEMHTE Clie] MHUIUCHTA. BaXXHO € To3M IjaH Ja ObJie peIOBHO aKTyallu3UpaH U TECTBaH
Yype3 CUMYJIAINH, 32 J1a Ce rapaHTHpa HEroBara MakCUMaHa e()eKTUBHOCT NP PEAIHU aTaKu.
B 3akaouenue, 3a 1a ce nmonoOpu KubOep3amuTara Ha MHOOPMAIIMOHHUTE CUCTEMH, KOUTO
MOJAbPKAT CIIOPTHU MEPOIPHUATHS, € HEOOXOAUMO J1a C€ MpHIaraT HIKOJIKO KIFOUOBU MEPKH,
KOWTO TapaHTUpaT CUTYPHOCTTAa Ha JAHHWUTE M 3allUTara Ha CUCTEMHUTE OT IMOTCHIIMAHU
3arutaxu. Cpen Te3u MEpKH ca:

3ammTa HA MapoJIMTe U MOBEPUTETHOCTTAa HA AaHHHUTe: [IpernopruBa ce U3MOI3BAHETO HA
CIIOKHU TapOoJH, KPUIITUPAHE HA JAaHHUTE U IBY(AKTOpHA aBTEHTHKAIIMS, 32 /1a C€ OCUTYpPH
MaKCHMMaJlHa 3allliTa Ha YyBCTBUTENIHATa UH(OpMaIus.

PenoBHO o0OHOBsIBaHe Ha co(pTyepa M CHCTeMHHMTe KOMIOHEHTH: AKTyajH3allMUTe Ha
coryepa ca )KM3HCHOBAKHH 32 OTCTPAHIBAHE HA YSI3BUMOCTUTE M NMOJOOPSBAaHE HA 3alIUTaTa
Ha CUCTEMHTE.

M3rpaxnane Ha cTparerud 3a OTKpPUBaHe M MPOTHBOAeiicTBMe HAa KuOepaTakuTe:
W3non3BaHeTo HAa CHBPEMEHHHM TEXHOJOTHMH, Kar0 MAaIlIMHHO CaMOOOydYeHHE W HW3KYCTBEH
MHTENIEKT 32 aHajJh3 Ha TOJeMHM MAacHBH OT JaHHHM, MOXE Ja MoxoOpH OTKpHUBAaHETO Ha
kubeparaku 1 Ja YCKOPH peaklusTa Mpu UHIUJICHTH.

IIpoBeskiane Ha peIoBHH TecTOBe Ha curypHocrra: IIpoBepkuTe U TecToBeTe 3a
ySI3BUMOCTH (KaTro penetration tests) oCHUTypsiBaT YBEpEHOCT, Y€ CUCTEMHTE Ca 3allUTeHU U
TOTOBH J1a TIOCPEIIHAT MMOTCHITHAIHY 3aIlJIaxH.

C mnpuiaraHeTo Ha Te3W IMPENOPbKU 3HAUYUTENHO Ie ce MmogoO0pu kulep3amurara Ha
MH(POPMALMOHHUTE CUCTEMH, KOUTO MOAIbPKAT CIOPTHU MepoIpusaTus. ToBa 111e OCUTypH 10~
BHCOKA CTETeH Ha CHUTYPHOCT 3a CHhXPaHSBAaHUTE JAHHU W IIE 3alIUTH JIMYHUTE JaHHU Ha
MOTPEOUTENUTE OT HEOTOPU3HPAH JJOCTBII.

IV.3. IIpuHocn Ha Hay4yHaTa padoTa

Hayunara pabora mnpeacraBnsiBa BakeH MPUHOC 3a oOlacTTa Ha KuOep3amurara Ha
WH(POPMAIMOHHUTE CHCTEMH, KOUTO MOJIBPIKAT CIIOPTHH Meporpusitus. PaboTtara npemocras
HeoOXonuMara TeopeTHYHa 0a3a M aHaJW3Upa Hail-ChbBPEMEHHHUTE TEHJICHIIMH W METOIU B
obmacTTa Ha KuOep3ammTara.

Pesynrarute ot u3cneaBaHeTo Ha ySI3BUMOCTUTE B MH()OPMAIIMOHHUTE CUCTEMH, KOUTO
ce U3MO0J3BaT 3a MOMIPHKKA Ha CIIOPTHU MEPONPHATHA, MO3BOJSABAT Ja Ce MAECHTHU(QHUIMpPAT
KOHKPETHH PHCKOBE U JIa Ce MpeUIoKaT MEpKH 3a monoOpsiBaHe Ha KuOep3amrara Ha Te3d
CHCTEMH.

[TpenopbkuTe 3a moaoOpsiBaHe Ha KuOep3aluTaTa Ha WH(POPMALMOHHUTE CHUCTEMH,

KOUTO MOAABPIKAT CIIOPTHU MCPOIIPUATHSA, BKIIIOYBAT peAulla MCPKH, KOUTO MOraT Ja 6T>JlaT



BHEJ/IPCHH B IIPAKTHKATA, KATO HATPUMED M3IIOJI3BAHE HA CHITHU TTAPOJIH, PEIOBHA aKTYaTH3aIlns
Ha coTyepa, pefOBHH TECTOBE 32 YSI3BUMOCTH U IpyTHU. Te3u MepKu MOraT 1a [IOMOTHAT 3a I10-
e(deKkTHBHA 3anTa Ha HHOPMAIMOHHUTE CHCTEMH | 32 HAaMaJIIBaHE Ha PHCKA OT KHOEepaTaKy.

Pesynratutre u mpenmopekATe OT Ta3W HaydHa paboTa Morar jga ObJaT TOJe3HH 3a
CICIMAIIMCTHU B 00JacTTa Ha KuOep3anmrara, 3a pa3paboTuuiy Ha HHPOPMAIIMOHHH CUCTEMH,
KOWUTO C€ M3IOJN3BAaT 32 MOMAPHKKA HA CHOPTHU MEPONPUATHUS, KAKTO M 32 PHKOBOJICTBATA HA
CIOPTHU OpraHW3alMy, KOUTO MMaT HY>KJa OT MOBMIIABaHE Ha HUBOTO Ha KuOep3aluTara B
CBOUTE CUCTEMH.

Hayunara paborta 3a nmono0psiBaHe Ha KnOep3anmrara Ha HHQOPMAIIMOHHUTE CUCTEMH,
KOUTO TOUIBPXKAT CIIOPTHU MEPOIPUSTHS, UMa TOJISIM MPHUHOC 38 KUOSPCUTYPHOCTTA B Ta3u
obmact. IIppBO, paborata mpencraBs NOAPOOEH aHANMM3 HA  YA3BHMOCTUTE Ha
WH(POPMALIMOHHUTE CUCTEMH, CBbP3aHU C OPTaHU3UPAHETO HA CIOPTHU MEPOIIPHSITHUS, KAKTO U
Ha PHCKOBETE, CBbP3aHU C TAXHOTO EKCILIOATHpPAHE OT 3JIOHaAMEpeHU aTaku. BTopo, paborara
MpeICTaBs peaulla MPEeTnopbKy 3a MogoOpsBaHe Ha KuOep3amuTara Ha HH()OPMAIMOHHHUTE
CHCTEMH, BKIIOUMTEIIHO CHBETH 3a MOJOOpsSBaHE Ha MAPOJIMTE, 3alIUTa Ha yCTPOHCTBATa M
MpEXHTE, 3aIlIUTa Ha JAHHUTE U 00yYeHHUE Ha MepcoHasia. Te3u MpernopbKu Morar jia ObaT ot
0J13a 32 Pa3JIMYHUA BUJIOBE CIIOPTHU MEPOIPHSTHUS, BKIIFOYUTEIHO TOJIEMU CIIOPTHU CHOUTHUS
KaTo OJMMITUIICKH UTPU WM CBETOBHH ITBPBEHCTBA, KAKTO M 32 TO-MAJIKH U JIOKAJTHU CHOUTHSL.
Tpero, Hayunara paGoTa mpejiara U3MoJi3BaHETO Ha MaTeMaTHKO-CTaTHCTUYECKH METOIN 32
aHaJM3 Ha JaHHH M OIleHKa Ha prcka. ToBa MOXe Jja IIOMOTHE 3a M0-e()eKTHBHOTO OTKPHBAHE
U TIPEIOTBpaTsBaHE Ha KNOEpaTaKH.

3akIOYeHNEeT0 Ha HaydyHara paboTa MpeacTaBs BaKHM NPUHOCH B 0OO0JIacTTa Ha
kuOep3anurata Ha WH)OPMAIIMOHHUTE CHCTEMH, HM3IOJI3BAaHM 3a TOMIPHKKA Ha CHOPTHU
meporpusitusi. Pabortara mpemocraBs moapoOHa TeopeTMuHa 0a3a W aHAIM3Upa Haii-
CHBPEMEHHUTE TEHJICHIIMM W METOAM B oOjacTra Ha KuOep3amuTara. Pesynrarute oOT
W3CJIEIBAHETO Ha YSI3BUMOCTUTE B MH(POPMAIMOHHUTE CHUCTEMH, CBBP3aHU ChC CIIOPTHHUTE
MEpOIPUATHSI, TTO3BOJISABAT UACHTU(DUIIMPAHE HA KOHKPETHH PHCKOBE M IMpeJiarar MepKu 3a
nopoOpsiBaHe Ha KuOep3ammrara Ha Te3u cucteMu. [Ipenopekure 3a MoaoOpsiBaHe Ha
KnOep3alyTaTa BKIIOUBAT N3IOI3BaHE Ha CUITHY TIAPOJIH, PEIOBHA aKTyaIn3anus Ha copryepa,
PEIOBHU TECTOBE 32 YSI3BUMOCTH H JIPYTH MEPKHU, KOUTO MOTaT Ja MOJ00PAT €(PEeKTUBHOCTTA Ha
3anuTara Ha MHQOPMAIMOHHUTE CHCTEMH U Ja HaMaJsT pUCKa OT KuOeparaku. Pesynrarure u
MIPETNOPBKUTE OT Ta3H HayyHa paboTa MoraT Jia ObAar MOJIE3HHU 3a CIIEUAINCTU B 001acTTa Ha
KuOep3amuraTa, pa3padoTyuiy Ha HHYOPMAIIMOHHN CUCTEMH, U3IOI3BAHMU 32 MOJIPHKKA Ha

CIIOPTHU MCPOIIPUATHA, KAKTO MW 3a PBKOBOACTBATA HA CIOPTHU OpraHu3alnu, KOUTO CC



HYXJasT OT MOBUIIIABAaHE HA HUBOTO Ha KuOep3amuTara B cBouTe cucremu. Hay4ynara pabora
npeacraBsd U MAaTCMAaTUKO-CTATUCTUYCCKU MCTOAMU 3a aHAJIM3 HA JaHHU W OLICHKA Ha pHCKa,
KOWTO MOTAT Jia MOMOTHAT 3a M0-¢()eKTUBHOTO OTKPHUBAHE ¥ MPEIOTBPATIBAHE Ha KHOEpaTaKH.
B 3akmrouenue, HayuHata paboTa ©Ma rojisiM MPUHOC 3a MOJ00PsBaHETO HA KHOep3aluTara Ha
HHPOPMAIIMOHHUTE CUCTEMH, KOUTO MOIbPKAT CIIOPTHH MEPOIPUATHS, B MOXeE J1a ObJe OT
10J13a 3a Pa3JIMYHU BUIOBE CIIOPTHU CHOWTHS, KAKTO M 3a CIIOPTHH OpraHHM3allid B TSIXHATa
ycuiieHa 6op0a ¢ KuOep3IoBeIr 3arIaxy.

Hayunata pabota pasmiex/ia Bb3MOXKHOCTTA 32 HHTETPAIIUS Ha U3KYCTBEH MHTEICKT U
MAIIMHHO O0yYeHHe B MpoIleca Ha aHAJIW3 Ha YS3BHMOCTH, KaTO TOBA MOYKE 3HAYUTEIHO J1a
YCKOpHU OTKPHBAHCTO HaA IMOTCHLHUAJIIHU 3allJIaXH. B’I)BGI[GHI/ITG IPECIOPBKU Ca 6a3I/IpaHI/I Ha
aHaJlM3 Ha peaJHd ClAy4ad Ha KHOepaTakd BbPXY CIIOPTHH MEPONPHUATHS, KOETO IPaBU
MPEUIOKCHUTE MEPKH HM3KIFOUUTEIHO TMPaKTHYSCKU mNpuioxkumu. OCBEH TOBa, HayyHara
paboTa BKJIFOYBA U OIICHKA Ha (UHAHCOBHUTE U OPTaHU3AIMOHHHM ITOCICICTBUS OT KMOepaTaKuTe
BBPXY CIIOPTHH OpraHU3alliu. Te3u acleKTH MoI4epTaBaT HeOOXOAMMOCTTA OT CTPATETHYECKO
TUTAHUPAHE ¥ MHBECTHIIMU B KHOEPCUTYPHOCTTA Ha CIIOPTHUTE CHOUTHSI.

Hayunata pabGora momdyepraBa BaXKHOCTTa HA CHTPYAHUYECTBOTO MEKAY CIIOPTHH
opranm3aiuu, UT crenuamucTd ¥ OpraHd 3a CUTYPHOCT 3a IUIOCTHA KHOep3alliuTa, Karo
MATEMATUKO-CTATUCTUYCCKUTE MCETOAN I1oAIIOMarar I/IHGHTI/I(bI/IIII/IpaHCTO Ha TEHACHLOUHU U
MPOrHO3UPAHETO Ha 3arllaXd, BOJACIIN 0 HaMaJIssBaHEe Ha pUCKa OT KMOepaTaky U MOBHUIIIABaHE

Ha CUTYPHOCTTA B CIIOPTHUTC MCPOIIPUATHUS.
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INTRODUCTION

Sporting events in today's digitized world attract a huge audience and bring in significant
revenue, making them frequent targets of cyberattacks. With the growing role of information
technology in the management of such events, cybersecurity is critical to their successful
implementation. This study will look at key aspects such as vulnerabilities of information
systems, cyberattack methods, security measures and recommendations for enhancing security.
Dissertation structure:

Literature review — A summary of the basic concepts and existing research on the topic of
cybersecurity in sport.

Objectives, objectives and methodology — Defining the objectives, scope and methods of the
survey, including good practice analysis, SWOT analysis and survey studies.

Analysis of results — Presentation of data from the literature study and analysis of good
practices and vulnerabilities.

Conclusions and recommendations — Summarizing the main conclusions and offering
specific recommendations for improving cybersecurity.

Significance of the topic:

With the increasing use of information systems in sports, cybersecurity is essential for the
success of events and the safety of participants and spectators. These events are attractive targets
for cyberattacks, requiring innovative defense strategies.

Main challenges:

Mass sports events, due to their importance and visibility, need a high level of protection.
Bulgaria can achieve enviable cyber protection through joint efforts between the state, academia

and business to ensure the safety of systems and the normal functioning of events.

I.CHAPTER ONE LITERATURE REVIEW

1.1. Sporting events and cybersecurity: Theoretical and terminological aspects



Sporting events rely on information systems, making them vulnerable to cyberattacks.
Cybersecurity is essential for protecting data and maintaining safety and trust. It is important
for sports organizations to invest in protection and work with experts to minimize risks. (Kak
11a 3alUTAM KHOEPCUTYPHOCTTA Ha CIIOPTHUTE opraHu3anui., 2024)

1.1.1. The concept of ‘cyber defence’ in the context of sporting events

Cybersecurity is key to protecting sporting events from attacks that can damage data and
reputation. Secure networks, monitoring and training are needed, and the measures must be
integrated into the overall event security strategy.

1.1.2. Essence of the information systems supporting sports events

Information systems support the management of sporting events through registration, ticketing,
communication and data maintenance. They ensure accuracy and accessibility of information
and must be reliable, secure and adaptable, with resilience to cyber threats and good support.
(Kanaiikos, 2005)

1.1.3. Factors determining the cybersecurity of information systems in sport
Cybersecurity in sports requires data protection, authentication, network security, regular
updates, staff training, and backups. Monitoring and audits ensure adaptation to new threats and
maintain the reliability of systems.

1.1.4. Correlation between the concepts of "information security' and "information
security™

'Information security' protects data for confidentiality, integrity and availability, while
'information security' encompasses the protection of all technologies and systems supporting
the data.

1.1.5 Contemporary Risks in Sport Information Security

Sporting events such as the Olympics, UEFA and the Super Bowl are targeted by cyberattacks
such as DDoS, phishing and malware that threaten data and disrupt events. Sports organizations
need to invest in security, training and new technologies for effective protection and ...(E-
security.bg. (, 2024)

1.2. Digital Security in the Republic of Bulgaria

Bulgaria prioritizes digital security through national and international partnerships, adaptation
to European standards and activities of organizations such as BAC and CERT. The goal is to
ensure protection and resilience against cyber threats and to strengthen the country's position in
digital security.

1.2.1. Main structures in the field of cybersecurity in Bulgaria



Cybersecurity in Bulgaria is regulated by the Cybersecurity Act, the GDPR and the Personal
Data Protection Act. The State Commission on Information Security and the Cybersecurity
Council supervise cybersecurity, and the Ministry of e-Government develops digitalization
projects. Bulgaria is actively working with NATO and ENISA, protecting critical infrastructure
and training cybersecurity specialists. ([Ipp:xaBHa arenius "EnekTponno ynpasienue", 2024)
1.2.2. Cyber threat preparedness and prevention

Bulgaria is taking cybersecurity measures, including the establishment of a National Center and
training initiatives. Better coordination and awareness of cyber threats are needed. Key
measures include education, policies, institution-to-institutional collaboration, security
technologies, regular updates, backups, and mobile device protection. Constant adaptation is
key to effective cybersecurity.

1.3. IT security strategies

IT security strategies include risk assessment, policies, training, technical measures, and
incident response. They provide data protection and preparedness against cyber threats, and
must be adaptable and updated. (MuaTerpupanero Ha KHOEPCUTYPHOCTTa B KOPIIOPATUBHUTE
MTOJINTHKY € CTPATeruYeCKu UMIiepatus., 2024)

1.3.1. National Cybersecurity Strategy

Bulgaria participates in EU cybersecurity initiatives and implements a National Cybersecurity
Strategy aimed at protecting infrastructure, businesses and citizens. Its main elements include
risk assessment, cybersecurity policies, training, technical measures, international cooperation
and incident response plans. This strategy strengthens the country's ability to detect, prevent,
and respond to cyberattacks.

1.3.3. European Union Agency for Cybersecurity (ENISA)

The European Union Agency for Cybersecurity (ENISA) is an EU body that assists Member
States and the European Commission by providing expert advice, standards and good security
practices. It provides training, information exchange and technical assistance, working with the
private sector and academia to increase the EU's resilience to cyber-attacks. ENISA plays a key
role in creating a unified approach to cybersecurity in Europe and protecting the digital
environment. (Arenius Ha EBpomnelickus cbro3 3a kubepcurypnoct (ENISA). , 2024)

1.4. The growing importance of cybersecurity in sport

Cybersecurity is crucial in today's sports world, as sports increasingly rely on digital
technologies in training, analytics, and competitions. The systems and data of sports
organizations are subject to the risks of hacker attacks, which can compromise events and

personal data of athletes. Sports organisations need to invest in protection measures, such as



regular risk assessments, staff training and professional cyber protection. This is especially
important for esports, where cybersecurity ensures fair play and reputation protection.

1.4.1. Cyber terrorist acts committed during sporting events

Cyber-terrorist acts pose a serious threat to sporting events, as they can disrupt information
security and the functioning of the digital infrastructure necessary for the conduct of these
events. Attacks can be carried out through hacker attacks, sabotage of computer systems,
malware distribution, and social engineering. Objectives may include event management
systems, media platforms and communication channels, which can lead to serious consequences
for the safety of participants, spectators and organisers. (TechNews.bg., 2023)

During the Paris 2024 Olympics, more than 140 cyberattacks were recorded, targeting key
information systems used to manage the event. These attacks included DDoS attacks that
temporarily cut off access to the games' official websites and made it difficult for viewers and
participants to access important information. In addition, malware was used to sabotage the
results management systems, which led to a delay in the publication of the results of the
competitions and created serious problems for the organizers. These incidents showed how
vulnerable sporting events can be to cyber threats and highlighted the need for enhanced
cybersecurity. (Iletkoa, 2024)

According to experts, terrorist organizations can use cyberattacks for their own
purposes, including denial-of-service (DDoS) attacks that can disrupt important services during
sporting events. (KakBo e kubeparaka?)

Strengthening security around major sporting events, such as the Olympic Games, is
essential, as they often become the target of cyber campaigns and other threats.. (
Kubepcurypuoct nHa EC: Komucusita npeanara cb3gaBaHeTO Ha CbBMECTHO KMOEpP3BEHO 3a
3acHJIBaHE Ha CIIOCOOHOCTTA 3a pearupaHe B CIy4ail Ha MallaOHU MHIUJICHTH 110 CUTYpPHOCTTA.
2021)

These attacks have the potential to lead to serious consequences, including violation of
gaming rules, leakage of personal data of participants and spectators, interruption of media
broadcasting, and damage to the infrastructure of events. They can create chaos and insecurity,
as well as destabilize society and national security.

Examples of cyberattacks during sporting events:

Olympic Games in Pyeongchang (2018): A cyberattack using the Olympic Destroyer
malware, which aimed to interrupt the kick-off ceremony and sabotage the event's information

systems. (CaBos, 2024)



FIFA World Cup in Russia (2018): Hackers attacked FIFA systems and published personal
data of football players.

Tokyo 2020 (held in 2021): Significant risks of cyber-attacks, including possible attempts to
sabotage event management systems, media platforms and communication channels.
(IToBureHa ormacHOCT OT KHOEpaTaku Ha CIIOPTHUTE ChOUTHS. , 2023)

These examples show that sporting events are subject to serious cyber threats and
require ongoing cybersecurity oversight and attention.

To prevent cyber terrorist acts during sporting events, it is essential to build a robust and
secure cybersecurity strategy. This strategy must include cooperation between government
institutions, sports organisations, the private sector and international partners.

Duly trained and competent cybersecurity experts must be deployed to monitor
information security and respond quickly to possible cyber attacks. The technological systems
used during the events should be subject to regular audits and updates to ensure their protection
against new and evolving cyber threats.

Additionally, developing crisis management plans in the event of a cyber-terrorist
incident is essential. These plans should include detailed response steps, coordination with the
competent authorities and organisations, as well as mechanisms for the rapid recovery of the
affected infrastructure and information systems.

Public awareness of cybersecurity and awareness of the risks of cyber-terrorist threats are also
of utmost importance. Spectators, participants and organisers of sporting events should be
informed about the methods and techniques used by cyberterrorists, as well as the need to take
precautions to protect their personal data and information security.

1.4.2 Security of sports websites and applications

The security of sports websites and apps is essential for protecting user data and
preventing cyberattacks. Sports organizations should use encryption, two-factor authentication,
and regular security tests to provide protection against hacker attacks, phishing, and malware.

Investments in cybersecurity and training are critical to reducing risk, especially at
major events such as the Olympic Games. Modern technologies such as artificial intelligence
help detect threats in real time. Cooperation between organisers, suppliers and government

institutions is also key to a successful and secure environment for sporting events.



CHAPTER TWO PURPOSE, TASKS, FIELD, METHODOLOGY AND

ORGANIZATION OF THE STUDY
I1.1. Purpose of the study

The aim of the study is to identify vulnerabilities in the information systems of sports events

and to analyze modern cyberattacks. Recommended measures include encryption, access

control, monitoring, and training of staft to prevent and respond to incidents.

11.2. Objectives of the study:

To fulfill the goal formulated in this way, we set the following tasks:

10.

11.

12.

13.
14.

15.
16.

To review and analyze historical examples related to cyber-terrorist acts affecting mass
sports events of various ranks, and to conduct a thorough study of the existing methods and
technologies for cyber protection used in sports events and other similar areas.

To prepare a detailed analysis of the risks and vulnerabilities associated with the
information systems that support sports events.

To identify the main sources of threat nationally and internationally, as well as to predict
their motivation, direction, methods and methods of action.

To analyze the cybersecurity of the information systems supporting mass sporting events.
To reveal the place and role of the individual institutions and structures of the sports
community that have functions and tasks to counter cyberterrorism during sports events.
Analyze technical and organizational measures to prevent and manage cyberattacks.

To present the results of the research in writing, describing good practices and offering
guidelines for improving the cyber protection of information systems supporting sports

events.



17. To develop a plan for training the staff of sports events on cybersecurity and instructions
for rapid response in case of incidents.

18. To review the results of the dissertation and propose improvements for the cyber protection
of the information systems of sports events by applying standard security methods, such as
multi-factor authentication, restriction of user rights, data encryption and other security
measures.

11.3. Object and subject of the study

The object of the study is the cybersecurity of information systems supporting sports events,

including hardware, software, network infrastructure, Internet protocols, procedures and the

human factor.

Subject of the study is the optimization of cyber protection of information systems

supporting sports events, with an emphasis on identifying risks and developing effective
protection measures.
11.4. Field of study
Cybersecurity consists of three main areas — physical, technical, and human. The purpose of
this scientific work is to investigate and characterize these three elements in order to establish
the best practices for cybersecurity in the conduct of sports events. The field of study is the
cyber protection of information systems that support sports events. This includes the
technologies used to ensure communication and information processing, such as websites,
online betting platforms, live streaming media platforms, and more.

The study focuses on identifying possible cyber threats and attacks on these information
systems, as well as developing measures to improve their cyber defense, in order to propose
improvements and solutions to increase the security and reliability of these systems.

11.5. Methodology of the study

In order to be as accurate as possible in the results presented in this paper, we used a
variety of methods for data collection, which can be synthesized in the following groups: study
of literature sources; analysis of good cybersecurity practices; SWOT analysis; scanning and
analyzing for vulnerabilities on sports sites; questionnaire; structural content analysis;
mathematical and statistical methods.

The literature study covers scientific sources, books and reports in the field of
cybersecurity of sports events. Good practices such as access management, encryption and
regular software updates are analyzed. Through S.W.O.T. analysis, strengths, weaknesses,
opportunities and threats to cyber protection in sports have been identified. Sports sites were

scanned for vulnerabilities, risk assessment and compliance with regulations. The survey and



expert assessment collect opinions on the risks and protective measures. Mathematical and
statistical methods such as regression and cluster analysis support risk assessment and the
development of effective cyber defense strategies in the sports sector.
11.6 Organisation of the study

3. Team Formation

4. Period: 01/01/2022 —31/01/2022
Activities: Forming a team of professionals in the field of cybersecurity, sports and information
technology. Defining clear goals and objectives for the orientation of the study.

6. Literature review
Period: 01/02/2022 — 01/04/2023
Activities: Collection and analysis of existing literature and basic concepts related to
cybersecurity in sport. An overview of the nature of cyber defense, risks to information systems
and applicable strategies was carried out.

7. Goals, objectives, field, methodology and organization of the study
Period: 01/04/2022 — 30/04/2023
Activities: Formulation of the main goals and objectives of the study, selection of a
methodology including SWOT analysis, vulnerability scanning, survey studies and expert
assessments. Planning of a detailed chronological plan of activities.

8. Development of a questionnaire and survey
Period: 01/06/2022 —31/12/2023
Activities: Preparation of a questionnaire and conducting a questionnaire survey,
systematization and analysis of the collected information.

9. Analysis of the results
Period: 01/01/2023 —31/08/2023
Activities: Analysis of the collected data from the literature study, good practices in
cybersecurity, the results of SWOT analysis and vulnerability scanning, as well as from survey
studies.

10. Conclusions and recommendations
Period: 01/09/2023 — 01/02/2024
Activities: Summary of the main conclusions of the study and providing recommendations for
improving cybersecurity in sports events, as well as guidelines for future research. The study
covers a team, literature review, objectives, methodology, surveys, analysis and conclusions for

improving cybersecurity in sport.
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Figure 6. Gantt Chart of the Sports Event Cybersecurity Project
The figure visualizes the duration and time periods of the different stages of the project.
This makes it easier to understand the sequence and interdependence between the stages.

I11. CHAPTER THREE - ANALYSIS OF RESULTS



I11.1. Summary of the goals and objectives of the study

The study applied methods such as vulnerability scanning, surveys and expert assessments to
identify cybersecurity risks at sporting events and offer effective solutions. The aim is to
analyze the current state of cybersecurity of systems supporting sports events and to propose
measures to improve security. Key tasks include literature review, good practice analysis,
S.W.O.T. analysis, vulnerability scanning, survey research, content analysis, and peer review.
The results highlight the importance of regular updates, multi-layered protection, encryption
and monitoring of the security systems of sports events. These measures are key to protecting
users' personal data and preventing cyberattacks.

111.2. Analysis of the results of the study of literature sources

The literature review revealed key trends and challenges in the cybersecurity of sporting events,
such as the increasing number of cyberattacks, the importance of multi-factor authentication,
encryption, and the need for regular audits. The survey confirmed the growing interest in the
security of information systems serving sports events, identifying threats such as hacker attacks
and malware. Recommendations include the use of cryptographic technologies, regular updates,
isolated networks, and staff training. The use of mathematical and statistical methods such as
regression and cluster analysis has been proven to be a useful approach for assessing risk and
vulnerabilities. The Monitor provides a valuable basis for improvements in cyber defence and

future research in this area.

111.2.1.Summary of the most important findings and recommendations

The literature review highlighted the need for multi-level protection, international standards
and regular cybersecurity training in sporting events. It is recommended to implement a multi-
level protection system, incident procedures and staff awareness-raising. Risk analysis focuses
on password protection and software updates. These measures will help organisers of sporting
events improve their security against cyberattacks.

111.3.Analysis of good cybersecurity practices

We studied the best cybersecurity practices applied in sports organizations around the world to
identify effective strategies for adapting to Bulgarian sports events. The analysis showed that it
is advisable to use standards such as ISO/IEC 27001 and the NIST Cybersecurity Framework,
as well as regular software updates, strong passwords and infection scanning. It is also
important to train staff and build a culture of cybersecurity. The main highlights include
building a secure network infrastructure, protecting personal data and countering cyberattacks.

I11.4. Analysis of the results of the SW.O.T analysis



The S.W.O.T. analysis provided a detailed overview of the strengths, weaknesses, opportunities
and threats related to cybersecurity in sports. The strengths include trained IT professionals and
modern technology, while the weaknesses are the lack of coordination and resources.
Opportunities include international cooperation and new technologies, and threats include
increasing cyberattacks and new types of malware. Based on the analysis, recommendations for
improving cyber protection were proposed, such as creating a cyber defense policy, introducing
two-factor authentication, training and investing in modern technologies.

I11.5. Analysis of the results of scanning and analysis of vulnerabilities of sports sites
Analysis of sports site vulnerabilities revealed major risks such as SQL injections, XSS attacks,
lack of encryption, and weak passwords. These issues highlight the need for regular updates
and data protection to prevent cyberattacks. Scanning with tools like Nmap and Nikto identifies
open ports, lack of HTTP headers, and other vulnerabilities that pose potential risks. The results
indicate the need to introduce stronger passwords, SSL certificates, regularly update software
and restrict access to critical directories. These measures will increase the security of sports
platforms against malicious attacks.

111.6. Survey

The survey found that the main challenges to cybersecurity in sports systems are the lack of
resources and insufficient training of staff, also highlighting the need for better coordination
and exchange of information. The purpose of the survey was to collect opinions and
recommendations from users of sports information systems in order to improve their cyber
protection. The study, conducted among students from the G. S. Rakovski Military Academy
and the Vasil Levski National Sports Academy, included 16 questions covering knowledge,
skills and perceptions of risks. The results were analyzed and used to formulate
recommendations for increasing cyber protection in sports information systems.

I11.7. Structural-content analysis

The analysis of documents revealed that many sports organizations do not have clear
cybersecurity policies and often ignore best practices. Structural-content analysis identifies key
topics such as the presentation of the problem, goals, methods and conclusions of the research,
emphasizing its importance to the scientific community. Key topics include cybersecurity
issues, research objectives, methods used, and conclusions. This analysis is a useful tool for
extracting information and structuring content in scientific research.

111.8. Expert assessment

The analysis of the expert assessment confirmed that the proposed cyber protection measures

are adequate and applicable, with experts recommending additional Al-based solutions for



anomaly detection. The consultations revealed key risks and vulnerabilities, which allowed for
a detailed assessment of the state of cyber protection of the systems for sports events. The
combination of expert assessment with other methods such as structural-content analysis and
survey research provided a comprehensive overview of the risks and weaknesses that need to
be addressed. The expert assessment highlights the importance of adequate cyber protection,
especially for sports systems susceptible to cyberattacks.
111.8.2.Summary of experts' views on proposed solutions
The experts unanimously supported the need for increased cyber protection for information
systems related to sporting events, agreeing that they are at significant risk of cyberattacks.
Among the recommendations they supported were the implementation of two-factor
authentication and regular vulnerability checks. One expert proposed multi-factor
authentication with biometric data, which was recognized as an effective method of increasing
security.
111.8.3. Analysis of results and conclusions for further action
The expert assessment showed vulnerabilities in the systems for sporting events that could be
exploited. Key recommendations include improving staff awareness and training, implementing
multi-factor authentication, and data encryption. The sports organization must continue with
regular inspections and implementation of the proposed measures. Fig. 30 shows the
distribution of the proposed measures.
I11.9 Mathematical and statistical methods
Statistical analysis of survey data and vulnerability scans revealed key dependencies and helped
classify risks. The study showed that a higher level of staff training leads to a reduction in
vulnerabilities, while weak passwords significantly increase the risk of attacks. Cluster analysis
allowed for the segmentation of systems into three risk levels, which facilitates the prioritization
of protective measures.
Key takeaways:

4. Increased training reduces vulnerabilities.

5. Weak passwords increase the risk, multi-factor authentication is recommended.

6. Cluster analysis is useful for segmentation by risk.
Recommendations:

e Cybersecurity staff training.

e Strong password policies and regular changeovers.

o Implementation of multi-factor authentication.

e Regular vulnerability audits.



These measures will significantly improve the resilience of systems against cyber threats and

facilitate the safe conduct of mass sporting events.

CHAPTER IV CONCLUSIONS AND RECOMMENDATIONS

IVV.1. Conclusions

8.

10.

11.

12.

Growing role of cybersecurity in sports: The development of technology significantly
increases the need for effective cyber protection in sports events, due to emerging risks to
data and infrastructure security.

Common types of cyber threats: The study found that cyber threats to sporting events are
diverse and often result in data compromise, disruption of system functions, or rare physical
damage. This underlines the need for specialised measures to address these specific threats.
Need for appropriate security measures: In relation to the objectives set, the importance of
approaches such as encryption, access management and regular system updates to reduce
the risk of cyberattacks stands out.

Missing cybersecurity standards in sports organizations: The literature research and the
analysis of good practices show the lack of unified standards for cyber protection in sports,
which leads to the need to develop specialized policies and guidelines for sports
organizations.

Presence of vulnerabilities in sports systems: Vulnerability scans show specific weaknesses,
such as cross-site scripting and SQL injections, which requires adequate measures to protect

the information resources of sports organizations.



10.

11.

12.

13. Lack of awareness among staff: The survey highlights the need for training and awareness-
raising among staff and participants in sporting events on major cyber threats, which is
essential for strengthening security.

14. Role of training: The conclusion of the study shows that regular training and information of
staff about new cyber threats and good practices is key to maintaining the cyber resilience
of sports systems.

IV.2. Recommendations

Following the completion of this study, we propose the following key recommendations for

improving the cyber protection of information systems serving sports events:

Building strong passwords: Using strong passwords is one of the most effective ways to

protect personal data and information systems. We recommend the introduction of a policy for

creating complex passwords, which includes combinations of symbols, numbers and letters, as
well as regular checking of the strength of users' passwords. to make it easier for users to create
and maintain secure passwords.

Implementation of a monitoring system: The installation of a network traffic monitoring

system and analysis of server logs is key to the early detection of unauthorized attempts to

access information systems. Such monitoring systems monitor for anomalies in the behavior of
the network and servers, which allows timely security measures to be taken. reduction of
incident response time.

Building network protection: Protecting network systems is essential to prevent hacker

attacks and malware intrusion. We recommend using solutions such as firewalls and Intrusion

Prevention Systems (IPS) to block unwanted access to the system and prevent the spread of

malware. by limiting the spread of attacks to different parts of the network infrastructure.

Staff training: Staff training is a key element in the process of improving cyber defense. Each

employee should be informed about their cybersecurity responsibilities and be trained on how

to recognize potential threats, such as phishing attacks, social engineering, and suspicious links.

Regular software updates: Software updates are critical to close vulnerabilities that could be

exploited by malicious actors. Regular updates to all system components, including operating

systems, applications, and security solutions, reduce the risk of attacks related to known
vulnerabilities. Protect.

Developing an incident action plan: Developing and implementing a cyber incident action

plan is essential for a quick and effective response in the event of an attack. The plan should

include a clear process for identifying incidents, a procedure for communicating with all



affected parties, and restoring systems after the incident. to ensure its maximum effectiveness
in real attacks.

In conclusion, in order to improve the cyber protection of the information systems that support
sports events, it is necessary to implement several key measures that ensure data security and
the protection of systems from potential threats. Among these measures are:

Password Protection and Data Privacy: The use of complex passwords, data encryption, and
two-factor authentication is recommended to ensure maximum protection of sensitive
information.

Regular software and system component updates: Software updates are vital for fixing
vulnerabilities and improving system security.

Building strategies to detect and counter cyberattacks: Using modern technologies, such as
machine learning and artificial intelligence to analyze big data, can improve cyberattack
detection and speed up incident response.

Conduct regular security tests: Background checks and vulnerability tests (such as
penetration tests) provide assurance that systems are secure and ready to meet potential threats.
The implementation of these recommendations will significantly improve the cyber protection
of information systems that support sports events. This will provide a higher degree of security
for the stored data and protect users' personal data from unauthorized access.

IV.3. Contributions to scientific work

The scientific work represents an important contribution to the field of cyber protection of
information systems that support sports events. The work provides the necessary theoretical
basis and analyzes the most up-to-date trends and methods in the field of cyber defense.

The results of the study of vulnerabilities in the information systems used to support
sports events allow to identify specific risks and propose measures to improve the cyber
protection of these systems.

Recommendations for improving the cyber protection of information systems that
support sports events include a number of measures that can be implemented in practice, such
as the use of strong passwords, regular software updates, regular vulnerability tests, and more.
These measures can help to protect information systems more effectively and reduce the risk of
cyberattacks.

The results and recommendations of this scientific work can be useful for specialists in
the field of cyber defense, for developers of information systems that are used to support sports
events, as well as for the management of sports organizations that need to increase the level of

cyber protection in their systems.



Scientific work to improve the cyber protection of information systems that support
sports events has made a great contribution to cybersecurity in this area. First, the paper presents
a detailed analysis of the vulnerabilities of information systems related to the organization of
sports events, as well as the risks associated with their exploitation by malicious attacks.
Second, the work presents a number of recommendations for improving the cybersecurity of
information systems, including tips for improving passwords, protecting devices and networks,
protecting data, and training staff. These recommendations can be beneficial for different types
of sporting events, including major sporting events such as the Olympic Games or World Cups,
as well as smaller and local events. Thirdly, the scientific work suggests the use of mathematical
and statistical methods for data analysis and risk assessment. This can help to detect and prevent
cyberattacks more effectively.

The conclusion of the scientific work presents important contributions in the field of
cyber protection of information systems used to support sports events. The work provides a
detailed theoretical basis and analyzes the most up-to-date trends and methods in the field of
cyber defense. The results of the study of vulnerabilities in information systems related to sports
events allow the identification of specific risks and propose measures to improve the cyber
protection of these systems. Recommendations for improving cybersecurity include the use of
strong passwords, regular software updates, regular vulnerability testing, and other measures
that can improve the effectiveness of information systems security and reduce the risk of
cyberattacks. The results and recommendations of this scientific work can be useful for
specialists in the field of cyber defense, developers of information systems used to support
sports events, as well as for the management of sports organizations that need to increase the
level of cyber protection in their systems. The scientific work also presents mathematical and
statistical methods for data analysis and risk assessment, which can help to more effectively
detect and prevent cyberattacks. In conclusion, the scientific work has made a great contribution
to improving the cyber protection of the information systems that support sports events, and
can benefit various types of sports events, as well as sports organizations in their intensive fight
against cyber malicious threats.

The scientific work considers the possibility of integrating artificial intelligence and
machine learning into the vulnerability analysis process, which can significantly accelerate the
detection of potential threats. The introduced recommendations are based on an analysis of real
cases of cyberattacks on sports events, which makes the proposed measures extremely
practically applicable. In addition, the scientific work also includes an assessment of the

financial and organizational consequences of cyberattacks on sports organizations. These



aspects highlight the need for strategic planning and investment in the cybersecurity of sporting
events.

The scientific work emphasizes the importance of cooperation between sports
organizations, IT specialists and security authorities for comprehensive cyber protection, as
mathematical and statistical methods help identify trends and predict threats leading to reducing

the risk of cyberattacks and increasing security in sports events.
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